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ABSTRACT

This paper discusses the range of intelligence challenges and ap-
proaches to addressing the cross-cutting issues of crime, gangs, and
terrorism. These approaches include fusion centers, terrorism early
warning, and analysis/synthesis approaches. Tools potentially in-
cluded within these approaches include red teaming, transaction
analysis, intelligence preparation for operations (IPO), social net-
work analysis (SNA), as well as automated open-source early warn-
ing tools and datasets to support a range of analytical activities,
information-sharing, and the production—or co-production—of
intelligence.
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Inteligencia y enfoques analiticos para el
nexo crimen-pandillas-terrorismo

RESUMEN

Este documento analiza la gama de desafios y enfoques de inte-
ligencia para abordar los problemas transversales del crimen, las
pandillas y el terrorismo. Estos enfoques incluyen centros de fu-
sion, alerta temprana de terrorismo y enfoques de analisis/sintesis.
Las herramientas potencialmente incluidas dentro de estos enfo-
ques incluyen red teaming, analisis de transacciones, preparacion
de inteligencia para operaciones (IPO), analisis de redes sociales
(SNA), asi como herramientas y conjuntos de datos automatizados
de alerta temprana de cédigo abierto para respaldar una variedad
de actividades analiticas, informacidn. el intercambio y la produc-
cién —o coproduccién— de inteligencia.
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national organized crime, gang violence, and terrorism. These intersectional

illicit activities demand crosscutting, multilateral intelligence to support pre-
vention, enforcement, and ultimately prosecution of the spectra of complex inter-
action among a range of non-state actors—including criminal enterprises, mafias,
gangs, and criminal armed groups (CAGs), and insurgents—and terrorists.! These
activities have numerous interlocking motivations among a range of actors across
multiple potential jurisdictions. These actions range from street crime, through
extortion and street violence to further criminal enterprises, through political and
insurgent objectives.?

Intelligence is essential to understanding, anticipating, and interdicting trans-

The intersection between criminal and political objectives results in a range
of operational challenges including high intensity crime, riots, street violence (at
the level of civil strife) to criminal insurgency and terrorism (approaching the lev-
els of non-international armed conflict).” Multiagency, multijurisdictional (and
multilateral) intelligence to support a range of civil and military counter-gang,
counter-insurgency, and counter-terrorism operations are essential. Similar mis-
sions involve humanitarian and disaster response, such as response to wildland
fires, pandemics, and climate security issues—including climate disasters such as
climate-related conflicts.* This paper discusses the range of intelligence challenges
and approaches. These approaches include fusion centers, terrorism early warn-
ing, and analysis/synthesis approaches.” Tools potentially included within these
approaches include red teaming, transaction analysis, intelligence preparation for
operations (IPO), identity intelligence (i2), social network analysis (SNA), as well
as automated open source early warning tools and datasets to support a range
of analytical activities, information-sharing, and the production—or co-produc-
tion—of intelligence.
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Multi-agency, all source, all phase intelligence fusion
challenges and approaches

Developing the intelligence needed to effectively address the range of threats and
scope of intelligence, from criminal though humanitarian concerns, involves deci-
sion support for street crime (intelligence-led policing),® addressing gangs, trans-
national crime, and what is often called ‘all hazards’ including counterinsurgency,
riots, pandemics, and climate change.”

Addressing this range of threats and their impact on communities requires
calibrating foreign and domestic intelligence while building links to metropolitan
and state (or provincial) and local public safety agencies in federal nation states.
Essentially, this means linking national intelligence enterprises with a range of
law enforcement and public safety agencies (multi-agency intelligence), includ-
ing public health agencies and medical providers. This is often achieved through
the establishment of fusion centers at state and local levels.® The national network
of fusion centers has been controversial and has been criticized as being inef-
fective.’ This criticism persists. In large measure, the perceived ineffectiveness
of fusion centers can be linked to the lack of detailed doctrine (or network pro-
tocols) for operating, limited training, and ineffective oversight.” These issues
deserve detailed assessment and analysis, though that depth of analysis is beyond
the scope of this paper. The analytical tools that support effective analysis are the
main thrust here.

Another framework, which preceded and influenced the fusion center ap-
proach, is the terrorism early warning (TEW) group model, initially developed in
Los Angeles in 1996." The TEW concept involved linking a network of regional/
metropolitan fusion centers to co-operatively develop intelligence.”” Under that
framework, the fusion process involved more that information-sharing and fo-
cused on the production of intelligence. The distributed development of intelli-
gence through participation in an intelligence/early warning network is called the
‘co-production of intelligence.”” Related concepts include ‘Strategic Early Warn-
ing for Criminal Intelligence (SEWS)’ developed by Criminal Intelligence Service
Canada.™

SEWS relies upon a three step indications and warning process for stra-
tegic early warning. Step I defines ‘threat perception’; Step 2 involves ‘evaluation
and monitoring’ (i.e., development of a Sentinel WatchList); and Step 3 involves
‘assessment and warning’ (i.e., Sentinel Assessment) for dissemination to the law
enforcement community (See Figure 1)."" The SEWS process relies upon assess-
ment of likely future scenarios the development of scenarios which then assess a
range of possible indicators to drive hypothesis testing.'® Finally, assessments of
likelihood (ranging from severe, high, medium, low, to nil) and a description of
possible indicators are shared with practitioners (intelligence consumers).
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Figure 1: Strategic Early Warning Process. Criminal Intelligence Service Canada

Similar frameworks are employed for conflict and crisis early warning for
humanitarian situations, disasters, and conflict disasters. Early efforts in this re-
gard include the Integrated Crisis Early Warning System (ICEWS).'® Conflict early
warning and disaster early warning systems are also being explored worldwide.
Indeed, disaster early warning is an integral component of the Sendai Framework
for Disaster Risk Reduction 2015-2030."

All, of these early warning frameworks can be informed by the work of Col.
John Boyd and his conceptualization of the decision cycle, commonly known as
Boyd’s Cycle or OODA Loop for Observe-Orient-Decide-Act the major compo-
nents of his model (See Figures 2 and 3). In the TEW model, Boyd’s work provides
a foundation for assessment—that is the foundation for the analysis and synthesis
function embedded in Boyd’s Orientation phase became a central component of
the TEW analytical tools described in this paper. First, analysis is breaking things
down into their component parts; while synthesis involves combining numerous
elements of a situation or related data to understand a situation (including fore-
casting future trends and potentials).
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The OODA "Loop”

Sketch
Ohservation Orientation Decision Action
Tmp Kicit — Tmp Teit
Cuidance ﬂ/ Cudd
& Conirol & Comirol
Duiside .
~
@) 2228, e o [
.
f
Ciroum standces
Tnfcling
Envir onanental
Tndter a tion.
Feedbadk
* Feedbad:
L ]
Insights:

Note how orientation shapes observation, shapes decision, shapes action, and, in turn, is shaped
by the feedback and other phenomena coming into our sensing or observation window.

Also note how the entire "loop" (not just orientation) is an ongoing many-sided implicit cross-
referencing process of projection, empathy, correlation, and rejection.

Figure 2: The OODA Loop (Boyd’s Cycle) as captured by Chuck Spinney.*
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Figure 3: Expanded view of Orientation Phase of OODA Loop.*
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The first major tool described here is the “Transaction Analysis Cycle’ devel-
oped by Sullivan. The Transaction Analysis Cycle (Figure 4) provides a means of
sensing potential threat activity in a non-linear fashion to enable on-going assess-
ment of unfolding situations.

Transaction Analysis Cycle

T/S = Transactions & Signatures
T/P = Trends & Potentials

C/l = Capabilities & Intentions
A/S = Analysis/Synthesis

Figure 4: Transaction Analysis Cycle.?
Essentially:

Individual transactions (such as acquiring finances, expertise,
acquiring material, munitions or capability, recruiting members,
conducting reconnaissance, mission rehearsal, conducting an at-
tack, etc.) have signatures that identify them as terrorist or criminal
acts, or consistent with the operations of a specific cell or group.
These transactions and signatures (T/S) can then be observed and
matched with patterns of activity that can be expressed as trends
and potentials (T/P), which can ultimately be assessed in terms of
a specific actor’s capabilities and intentions (C/I). At any point, the
analytical team can posit a hypothesis on the pattern of activity
and then develop a collection plan to seek specific transaction and
signatures that confirm or disprove its hypothesis. The transaction
analysis cycle provides a common framework for assessing pat-
terns, hypotheses, and social network links among a range of actors
within a broad spatial and temporal context, making co-produc-
tion of intelligence and situational understanding viable.”
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This approach can assist in the development of ‘geo-social” analysis such as
mapping criminal networks through social network analysis or developing ‘Identi-
ty Intelligence’ (i2).** Network configuration, key hubs and actors (including rela-
tionships and roles, financial and logistical activities) are core elements of analysis
in both transaction analysis and i2. Within the i2 framework, AC’E or “Attribu-
tion (who is it/who did it); Connections (nodes, position); Context (what does it
mean in relationship to everything else?); Exploitation (what can we do with it?)”
key questions.”® Sources for gaining this information include traditional intelli-
gence disciplines: human intelligence (HUMINT), communications intelligence
(COMINT), measure and signals intelligence n(MASINT), geospatial intelligence
(GEOINT), and criminal intelligence (CRIMINT or ILP). Both open-source intel-
ligence (OSINT) and social media intelligence (SOCMINT), as well as epidemio-
logical intelligence (Epi-Intel) need to be added to this armamentarium.

Intelligence Preparation for Operations (IPO) is another tool employed in
the TEW model. IPO adapts the military Intelligence preparation of the battlefield/
battlespace to the civil environment. It provides a common tool set for developing
situational understanding and course of action development. Its four steps are:

o Step 1: Define the OpSpace (that is define the operating environment, includ-
ing named areas of interest (NAIs) and critical infrastructure;

o Step 2: Describe OpSpace Effects (that is develop the geosocial picture and
memorialize them in response information (or target) folders that describe
population, terrain, weather, and place them in context. Cultural features, geo-
spatial mapping and intelligence, cyber intelligence (CyberINT), and organi-
zational dynamics are described;

o Step 3: Evaluate OPFOR (PTEs) & Threats (that is develop playbooks through
adaptive red teaming to describe the potential opposing forces (OPFOR) or
potential threat elements (PTEs), including gangs, mafias, criminal armed
groups (CAGs), types of threat vectors (e.g., Chemical, biological, radiolog-
ical, nuclear, explosives, drones, cyber, combined arms, etc. and influences).
Tools here include deep indications and warning (deep I&W) and Epi-Intel
(for biosecurity issues);

e Step 4: Determine OPFOR & Friendly COAs (that is develop actionable in-
telligence communicated through mission folders that measure alternative
courses of action for both the OPFOR and Friendly forces. This includes inte-
grating resource status (restat) and situation status (sitstat) conducting opera-
tional net assessments (ONA), threat assessments, and issuing advisories alerts
and warnings.

These steps exploit a range of sensors (data inputs, including people and
technical means, such as video (CCTV), automated license plate readers (ALPRs),
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CNRN detectors, and overhead imagery (including commercial feed and drones).
The goal is to scan, monitor, and forecast or in Boyd’s framework: observe, ori-
ent, decide, and act. The operational tempo determines the focus varying from
indications and warning (I&W) through operational net assessment (ONA). Both
current and future operations are relevant, and the analysis should identify centers
of gravity and decisive points for action. The framework must consider deception
and counter-deception, swarming and counter-swarming, limit group think, and
moderate decision analysis pitfalls and dynamic including ‘mirror imaging. Fi-
nally, it considers all facets of the event horizon, including threats and potentials,
capabilities and intentions, and ONA. The IPO framework relies upon all source,
all phase fusion. IPO is described graphically below (Figure 5).
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Figure 5: Intelligence Preparation for Operations (IPO).*

The IPO process was developed through a series of expert consultations and
field tested through a series of analytical red teaming exercises and wargames.”

Academic and open source (OSINT/SOCMINT) approaches

Social network analysis (SNA) stems from many social science and mathemat-
ical disciplines utilizing notions of graph theory, statistics, sociology, computer
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science, and the socially embedded nature of humans to understand groups net-
works, organizations, etc. It is more broad than social networks like Facebook,
though social networks such as Facebook, Twitter, and private messaging appli-
cations, can be rich sources of data for the study of licit and illicit networks.?®
As Everton and other SNA scholars describe, SNA assumes that the behavior of
actors is influenced by the structures of the social relations in which they are
embedded.”’

Shortly after the 911 attacks by al-Qaeda, Arquilla and Ronfledt identified
new networked threats in a seminal edited volume and First Monday article on the
Netwar concept which postulated that both bright (Legal) and dark (illicit/illegal)
will take advantage of new networked forms of organizations in their competition
with hierarchies.* If illicit actors are increasingly using technology and networked
forms of organization, then a natural way to study and garner intelligence on them
is through social network analysis.

SNA focuses on actors that are of the same type, such as people. In 2-mode
networks (Networks connecting two types of things) it may focus on e.g., people
(1) and meeting attendance (2) which in turn link the people through mutual at-
tendance at meetings. These have been used in criminal network analysis through
e.g., law enforcement surveillance on mafia meetings and attendance, etc.’' Link
analysis on the other hand links people to cell phones and other non-human units
in networks such as a roadside bomb network which may include humans, cell
phones, and explosives.”> Phone records or court documents can also be good
sources of open source intelligence on the structure of criminal or terror networks
for social network analysis.” Scholars such as Krebs have also utilized open source
media to build and analyze networks of terrorist organizations such as Al Qaeda
and the Hamburg cell.* Scholars have long identified SNA as useful for intelligence
purposes. Harvard scholar Malcolm K. Sparrow wrote on the use of SNA for law
enforcement intelligence in 1991.° Other scholars have pointed to the expansion
of SNA because of the ubiquity of personal computers giving more researchers
and intelligence gatherers and analyzers access to the powerful capacities software
provides. SNA has been heavily used in the law enforcement intelligence commu-
nity, e.g., one of the authors” former students works in an antihuman trafficking
taskforce with the Houston DA’ office, a position she earned in part based on her
SNA experience from graduate school.*

Interestingly, academics who have studied how intelligence analysts use
SNA, found that while scholars were focused on leadership targeting in illicit net-
works, analysts were often using SNA to identify unidentified network partici-
pants. Analysts also complained of access to powerful software, but a lack of train-
ing on how to take advantage of it. The authors of the study which was limited to
Australian law enforcement intelligence analysts urged more cooperation between
law enforcement and scholars to alleviate these issues.”
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Table 1. A Sample of SNA Software packages

A Sample of SNA Software Packages

UCINET (Low cost)*

ORA (Moderate cost)

Analyst Notebook (High cost)

Palantir Gotham (Very high cost)

R (Free though difficult to use for the uninitiated)
Python (High difficulty)

Gephi (Free)

Source: Authors’ elaboration

While we can think of SNA as highly quantitative, anyone who has built a
dataset immediately recognizes the role of coding qualitative data as a major part
of the endeavor. Thus, scholars have pointed to the necessity of combining qualita-
tive research with quantitative social network analysis to triangulate into research
results that combine the best elements of both methodologies. This is a point that
Kenney and Coulthart have made when they advocate for the use of ethnography
in conjunction with quantitative SNA to eliminate false positives.*® This academic
research leads to an important discussion vis-a-vis SNA, namely the ethical impli-
cations of which false positive identification (as a criminal or terrorist) is one of
many.

Gathering datasets: What is possible? What is legal?
What is ethical?

The ability to gather information on individuals and groups from disparate open-
source data sources and then analyze and combine it with other datasets using
SNA and similar algorithms sometimes called ‘big data’ is a powerful intelligence
tool. It can also be harmful to the civil liberties of the individual. It allows govern-
ments and non-state actors to violate the rights of privacy, that may not have been
explicitly written into constitutional systems, but were certainly assumed based
upon rights included, such as those protecting the citizenry from undue search
and seizure. It does not take much imagination to realize the kind of dystopia this
technology and analysis can lead to assuming the normal pace of technological
development.

One SNA platform that has received criticism for how it has been utilized in
the public and private sector is Palantir.’® It should be noted that a tool, is just that,
a tool. In the hands of the ethical and well-regulated it can be used properly, but
in the hands of the unchecked and unregulated, it can be used in Orwellian fash-
ion. As reporting from Bloomberg demonstrated, this was the case in government
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agencies in Los Angeles and in the security departments of major companies such
as JPMorgan Chase & Co. As Bloomberg describes:

The company’s engineers and products don’t do any spying them-
selves; they’re more like a spy’s brain, collecting and analyzing in-
formation thats fed in from the hands, eyes, nose, and ears. The
software combs through disparate data sources—financial docu-
ments, airline reservations, cellphone records, social media post-
ings—and searches for connections that human analysts might
miss. It then presents the linkages in colorful, easy-to-interpret
graphics that look like spider webs.*

The colorful easy to understand ‘spiderwebs’ are the visualizations of link
analysis a close SNA cousin and largely based upon SNA algorithms. A primary
critique was the ease of creating false positives through linkages to criminal or
terror actors.

Finally, SNA can also be ethically combined with geospatial analysis. A sim-
ple example provided by Lowenthal is the overlaying of social media SNA data
over a map to determine where a given topic is being discussed most. Lowenthal
provides the examples of the National Geospatial Intelligence Agency (NGA) us-
ing social media to map refugee flows out of Syria.*!

Open source GEOINT: ACLED

Geospatial intelligence or GEOINT is a key collections area that focuses on that
which is connected to the earth. It is often associated with imagery be it gathered
via satellite, French hot air balloon, planes, or unmanned aerial vehicle (UAV).
GEOINT is not always imagery however, it can also be intelligence represented on
maps and visualized. The National Geospatial intelligence Agency (NGA) is one
of the key agencies utilizing GEOINT and encouraging open-source intelligence
tools in this area via its NGA Pathfinder program.*

One example of an open-source intelligence and scholarly tool is The Armed
Conflict Location Event Data Project (ACLED). ACLED data on political violence
events including their location down to the nearest municipality throughout much
of the world.*’ This allows open source researchers to visualize and map ACLED
data free via Tableau Public.** The ACLED data set is a U.S. nonprofit funded by
the “Bureau of Conflict and Stabilization Operations at the United States Depart-
ment of State, the Dutch Ministry of Foreign Affairs, the German Federal Foreign
Office, the Tableau Foundation, the International Organization for Migration, and

the University of Texas at Austin.”*

ACLED stemmed from the dissertation research of founder Clionadh Ra-
leigh working on geospatial datasets for conflict in Africa in 2005. It expanded
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to other regions with funding from other sources including governments. More
recently the dataset has expanded into Latin America and the Caribbean.* One
strength of the data set is that it defines its coding rules locally to capture data that
might otherwise be ignored. For example, there can be debates about what consti-
tutes political violence vs. criminal violence. This is particularly important in areas
like Latin America where scholars have pointed to issues of ‘criminal insurgency’*’
and ‘third generation gangs*® wherein criminal groups take on political aims in
furtherance of criminal goals and subtly change the nature of the state and society
itself in a move toward state transformation.

Another key advantage is that it collects local level data and does not limit
itself to violence between the state and rebel groups as some data sets do. This al-
lows for a richer data set with more varied actor types which is key in the Mexican
context where self-defense forces may interact with various paramilitary criminal
organizations, government forces at the local state and federal level, etc.* In the
following two figures, situations of combat involving the Cartel de Jalisco Nueva
Generacién (CJNG) and Cartel de Sinaloa (CDS) with Mexican security forces are
used to demonstrate the visualization potentials afforded by the ACLED platform.

Figure 6 below is a demonstration of the ACLED data and ability to visualize
in Tableau Public. The figure displays the incidence of CJNG/CDS combat with
Mexican state forces and shows widespread CJNG combat throughout the country.

CJNG/CDS Combat with Mexican Military/National Guard/Law Enforcement January to December 2020

Source: Author's Elaboration based on “Armed Conflict Location & Event Data Project (ACLED); hitps./www acleddata.com.”
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Figure 6: CING/CDS Combat with Mexican Military/National Guard/Law Enforcement.™

Figure 7 below, again uses CJNG/CDS incidence of combat with Mexican
state forces to demonstrate how, in Tableau Public, researchers can hover their cur-
sor over specific data events and view summaries of the political violence events.
All of these are free to visualize if shared in Tableau Public. Researchers must take
care not to share the underlying data and properly cite ACLED under their terms
of attribution.
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Figure 7: CING/CDS Combat with Mexican Military/National Guard/Law Enforcement
highlighting note visualization capability in ACLED Data and Tableau Public.>'

Another strength of the ACLED data source is its open access nature. While
it has moved to a pay model beyond a certain number of downloads or depending
commercial use, it is freely accessible to the general public for research purposes.
This increases its utility and the ability to evaluate it.

While an exhaustive discussion of the advantages of the ACLED dataset is
beyond the scope of this paper given size constraints, particularly relevant tools
within ACLED are the curated datasets and hubs by region. “The Early Warning
Research Hub” is another ACLED tool relevant to our discussion of intelligence
and illicit networks. This hub contains useful tools for predicting violent hotspots
including a volatility and risk tool which shows where political violence is deviat-
ing above baseline norms, a “subnational hotspot mapper,” a “global threat track-
er; and a “conflict pulse” tool which forecasts behavior “a week into the future”>

The ACLED subnational hotspot tracker compares state or province vio-
lence in the most recent week to the most recent preceding month. It then ranks
those regions by the greatest increases in political violence. The ACLED volatility
and risk index can then be used on those areas to give a sense of the frequency of
violence and whether the surge is out of the ordinary for the area using a baseline
average of weekly events for the previous three years. It then measures the differ-
ence based on the number of standard deviations above normal to provide a risk
level. The Global Threat Tracker jumps to the national level and assesses “countries
at risk of violent escalation.” It should be noted that the conflict pulse tracker ap-
pears—as of November 2021—to only cover ISIS affiliated and Islamist groups in
Africa, the Middle East, and South Asia.
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The following three figures use data from the contemporary insurgency in
Mozambique to demonstrate the conflict analysis potentials of the ACLED plat-
form.

The map in Figure 8 shows a high concentration of violence in the Cabo
Delgado province of Northeastern Mozambique using ACLED data. The violence
is concentrated along the coastline and is largely attributed to an Islamist insur-
gency.

In an example of open-source intelligence and investigative reporting,
The New York Times was able to paint a picture of the insurgent attacks on Palma
through satellite imagery, interviews, mapping, and video analysis. It was an attack
in which the government failed to respond and left the local population to face the
insurgency on its own. Hundreds of thousands have been displaced in the region
according to the Times and our 2021 analysis of ‘strategic developments, a cate-
gory of the ACLED data that also includes looting and other non-regular events,
shows that there were numerous instances of looting/property destruction result-
ing in, or likely to result in displaced persons in the region in 2021. See Figure 9
below which also includes a portion of the Tableau Public interface.

In March 2021, ISIS-linked insurgents in Mozambique launched an attack
on Palma in the energy rich Cabo Delgado region. There is a large foreign direct
investment project in a Liquid Natural Gas (LNG) facility in Palma led by the
French company Total. Military forces provided security for LNG site, but not
Palma despite claims to the contrary. >’ The insurgent group, Al-Sunna wa Jamaa,
founded in 2017, is mostly local and claims ISIS allegiance via the Islamic State
Central Africa Province since 2019. However, analysts such as Joseph Hanlon of
the London School of Economics argue this is a local insurgency and has loose ties
to ISIS.*

Figure 10 quantifies the data on the location and concentration of violence
in Mozambique as largely limited to the Cabo Delgado region which is energy
rich and home to a large foreign investment in an LNG facility. Figures 6-10 are a
limited sample of the ways that ACLED data can be visualized to rapidly produce
GEOINT on criminal and insurgent networks.

Crime-Terror Nexus

We can view the Mozambique insurgency as targeting this region to deny the gov-
ernment resources, or in the hopes of the insurgency capturing these resources and
profits, or for other local reasons. In terms of the crime-terror nexus the notion of
the insurgency targeting the region for natural gas profits is most interesting for
our discussion. Property destruction such as the burning of buildings, a criminal
act in and of itself, can also have the effect of clearing people from a territory. Loot-
ing can have the effect of funding the insurgency via criminal conduct and taking
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Mapping Events in Mozambique ACLED Data January 1- October 2021
Source: “Armed Conflict Location & Event Data Project (ACLED); hitps://\
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Figure 8: Mapping Events in Mozambique ACLED Data January 1-October 2021.
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Figure 9: Mapping ACLED Strategic Developments in Mozambique ACLED
Data in Tableau Public 1 January-October 2021.

control of LNG facilities in the hope of selling on the international market can also
fund an insurgency as had has been done by groups such as ISIS.> Criminal armed
groups such as the CJNG which are profit-motivated criminal groups will also
engage in insurgent/terror tactics and paramilitary activities in their combat with
government forces and rivals. These groups also attempt to win the support of the
population by engaging in ‘social banditry’ as we have recently argued, wherein
they attempt to purchase the support of the population.®
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Fatalities by Province in Mozambique ACLED Data 2015-October 2021
Source: "Armed Conflict Location & Event Data Project (ACLEDY); https://www.acleddata.com.”
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Figure 10: Fatalities by Province in Mozambique ACLED Data January 1-October 2021.

ACLED and U.S. Crisis Monitor

ACLED also provides specialized analysis projects such as the U.S. Crisis Moni-
tor for 2020 built with Princeton University’s Bridging Divides Initiative and the
Princeton School of Public and International Affairs’ Liechtenstein Institute on
Self-Determination. This dataset brings ACLED coverage to the United States
and focuses on the period immediately before and after the George Floyd murder
and the subsequent wave of demonstrations. Figure 11 below is a visualization of
U.S. Crisis Monitor Data for 2020 reproduced from an ACLED Press release that
visualizes Right-wing militias, Black Lives Matter (BLM) protests, and Covid-19
demonstrations.
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Figure 11 demonstrates the widespread character of demonstrations in the
United States in 2020 and the geographic concentration of those events. Figure 12
below visualizes ACLED US Crisis Monitor Data to map event type and size events

by the number of fatalities associated with them.
Event Type
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Figure 12: Protests and Political Violence in the United States
1 January 2020-October 2021
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Figure 12 allows us to see that most demonstrations involved no fatalities
and many of the events that led to significant casualties were either in the ‘strategic
developments’ or the ‘violence against civilians’ categories. These fatality incidents
were often mass-shooting events unlinked to demonstrations. The above figures
demonstrate the GEOINT potentials of the ACLED data set and other tools like it.

Conclusion

Meeting contemporary intelligence needs requires a suite of analytical tools and
organizational structures to support a range of analytical activities, informa-
tion-sharing and the production of intelligence. Here we emphasize the need
for networked co-production of intelligence to address the comprehensive range
of threats facing contemporary society and the public agencies (as well as pub-
lic-private partnerships) protecting them and ensuring the delivery of critical in-
frastructure lifelines and services. In this paper, we reviewed intelligence fusion,
terrorism early warning, strategic early warning for strategic crime, transaction
analysis, identity intelligence and intelligence preparation for operations (IPO).
We also examined academic and open source (OSINT/SOCMINT) approaches
and tools that complement the ‘all-source fusion’ approaches. Together, this dis-
cussion provides a foundation for assessing new intelligence analysis approaches
and potentially new organizational and technological frameworks for protecting
the populace and a meeting the range of human, technological, and natural threats
and hazards facing our increasingly complex globally-connected society.
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