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Alain Bauer’s Contributions to Criminology Studies

Paul Rich
President, Policy Studies Organization

by Alain Bauer, but definitely not, we hope, his last contributions to what

has been an extraordinary long run of more than 12 years in fostering crim-
inology studies. He passes the baton, to be sure, but does not leave the arena. We
are sorry he is retiring from the editorship but not sad, because we know he will
continue his interest.

F riends—a changing of the guard is upon us. This is the last issue to be edited

One of his accomplishments has been the variety of topics he has covered.
It has been a peculiarity in criminology studies that what has been going on in
European research has remained under reported in the United States. This lack
of international consciousness, if we may call it that, has been a concern of the
Policy Studies Organization not only in criminology but in other fields as well. It
has puzzled us that in an age of communication so enriched by technology, much
of the content in academic publications (with exceptions) continues to be insular
and domestic.

Rather than moan about it, we have done attempted to change that through
the appointment of editors in many countries. We are determinedly worldwide in
our outreach efforts. Editorial offices have been established in Spain, Portugal, the
Netherlands, Philippines, Mexico, China, Germany, Canada —to name a few—
and editorial boards include scholars from 41 countries. Our founders many years
ago debated vigorously whether we should be called the American Policy Studies
Organization and they deliberately rejected that. We have tried to keep faith with
their intentions.

Alain has been an extraordinary leader in this internationalism, and the
journals under his command have brought European research to the attention of
a wide audience in the United States. He has done this with finesse despite many
other responsibilities. He plays a very important role in French intellectual life and
is a constant presence when important issues are debated both in the media and
policy inner sanctums. He certainly exemplifies internationalism in his choice of
holiday retreat, as for many years he has been a seasonal resident of Colorado.

Alain would be the first one to say that we are only on the precipice of
large scale changes in criminology, and that the pathway to understanding them
requires a journal like this. The best way we can thank him for all his work is to
redouble efforts to make this journal a place where the best in discussion can al-
ways be found.

1 doi: 10.18278/ijc.11.2.1
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Alain, don’t go away—or at least not too far away. We expect to hear from
you frequently. Your wit and wisdom are needed and in this rather complicated
world, much appreciated. You owe us more!

We warmly welcome Dr. Clotilde Champeyrache as the new editor; she has
wide experiences and varied publications that certainly foretell some interesting
times for readers—we pledge her our enthusiastic support.
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Thou Shalt Not Kill: A Journey into
the Depths of Inhumanity

Alain Bauer

Professor of Criminology at the National Conservatory for Arts and Crafts
(Paris, est. 1794)

ABSTRACT

Violence in our world is inevitable. Even when there is no war,
there is violence, and this violence is returning to everyday life as
the civilization of morals continues to decline in our society. Reli-
gion has taught us both that “Thou shall not kill,” but that this is not
an absolute. Indeed, security for the preservation of mankind may
also mean committing violence in the name of self-defense, in this
sense, security is based in this paradigmatic violence. Security is in
fact the framework of our society, it is what guarantees order and
continuity between generations, it unites us. In the face of fragility,
it keeps the world stable. We must therefore find a middle ground
between civility and security, in order to rediscover the possibilities
of genuine security for humankind.

Keywords: War, violence, peace, civil morality, security, crime, reli-
gion, order, social contract

No mataras: un viaje a las profundidades
de la inhumanidad

RESUMEN

La violencia en nuestro mundo es inevitable. Incluso cuando no
hay guerra, hay violencia, y esta violencia esta regresando a la vida
cotidiana a medida que la civilizacién de la moral continda decli-
nando en nuestra sociedad. La religion nos ha ensefiado a ambos
que “no mataras’, pero que esto no es absoluto. De hecho, la seguri-
dad parala preservacion de la humanidad también puede significar
cometer violencia en nombre de la autodefensa; en este sentido,
la seguridad se basa en esta violencia paradigmatica. De hecho, la
seguridad es el marco de nuestra sociedad, es lo que garantiza el or-
den y la continuidad entre generaciones, nos une. Frente a la fragi-
lidad, mantiene estable al mundo. Por lo tanto, debemos encontrar
un término medio entre civilidad y seguridad, a fin de redescubrir
las posibilidades de una seguridad genuina para la humanidad.

5 doi: 10.18278/ijc.11.2.2
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Palabras clave: Guerra, violencia, paz, moral civil, seguridad, cri-
men, religion, orden, contrato social
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certain absence of proximity. Now it has become the most visible expression

F or a long time, the exceptional news item filled conversations because of a
of crimes and misdemeanors, of everyday suffering.

My previous work' dealt with the place of war in the human condition, its
great and eternal return among the human passions that, for bad and even worse
reasons, drive people to destruction.

Of course, there are periods of peace between two wars. But are these spac-
es, these armistices, tranquil? How is it possible to produce, at the same time, We-
imar and its unbridled culture on the one hand, and the Nazi order on the other?

Do violence, criminality and delinquency ever stop? Outside the frame-
work of their supposed but always asserted legitimacy namely national defense or
the protection of “vital spaces,” “ordinary” violence populates everyday life, more
or less quietly, at least until major eruptions mobilize opinion and force a swift
reaction from governments.

Violence is both foundational and destructive. It gives birth and buries.

It lives in cycles and concomitances, from the very first conflict over food, a
cave or cavern, a weapon, fire, a mate, or a companion.

Crime is its natural counterpart—repression, the usual response.

1 Au commencement était la guerre, Fayard, 2023.
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Whether the police were religious or not, blasphemy, political conspiracy,
adultery, homicide, theft, or any other offence that penal inventiveness might have
created before evolving it, in the name of God, the king or the law, were repressed.
But year after year, from successive wars to peace, the general level of violence
has decreased and sensitivity to aggression has increased.” For nearly two dec-
ades, Harvard psychology professor Steven Pinker has been trying, without much
success, to demonstrate that violence in the world is declining. He points to the
gap between feeling and reality and explains that the idea of “decivilization” has
everything to do with the symptom of the opposite: the threshold of tolerance to
violence would continue to fall as violence recedes.

However, over a short cycle, since the 2000s, the process of civilization of
morals has reached a plateau, and has even reversed itself in some cases, returning
us to the ordinary criminal violence of everyday life, and no longer only to the
extraordinary violence of events (terrorism, war). The cumulative effect of these
“petty” crimes and misdemeanors, this “mass delinquency;” now exceeds the ex-
ceptional peaks.

Faced with a crime that is reappearing in territories imagined as peaceful,
affecting populations that thought they were preserved and protected, faced with
failed or failing states, multiple and cumulative crises that never end, the expec-
tation of security has often turned into the impulse to settle scores immediately.

Emile Durkheim, the founder of criminological science, reminded us:
“Crime is observed not only in most societies of this or that species, but in all
societies of all types. There is no society in which crime does not exist. It changes
form, the acts which are thus qualified are not everywhere the same; but, every-
where and always, there have been men who behaved in such a way as to attract
upon themselves penal repression. [...] Since the beginning of the century, statis-
tics have provided us with a means of following the progress of criminality; and
yet, it has increased everywhere. [...] In the first place, crime is normal because a
society free of it is quite impossible. [...] From this point of view, the fundamental
facts of criminology present themselves to us in an entirely new aspect. Contrary
to current ideas, the criminal no longer appears as a radically unsociable being, as
a kind of parasitic element, a foreign and unassimilable body, introduced into the
bosom of society; he is a regular agent of social life.”

We often think of the sixth commandment as the first. It is in our minds
much more than in the texts.* “Thou shalt not kill” appears in both versions of the

2 Steven Pinker, “Appreciating the values that have made our successes possible,” interview with
Peggy Sastre, Le Point, September 27, 2022.

3 “Le crime, phénoméne normal,” in Les Régles de la méthode sociologique, PU.E, 14" edition, [1894]
1960, pp. 65-72.

4 The Ten Commandments are:
1) Thou shalt have no other gods before me.
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Decalogue: Exodus 20:13 and Deuteronomy 5:17.

After the first five commandments, which deal with the vertical relationship
between man and God, “Thou shalt not kill” opens a second series intended to
govern the horizontal relationship between men. Already Adam, the first man, is
said to have been enjoined in the Garden of Eden to observe six “laws,” the third
of which forbade murder (Shefirut Damim) and the sixth obliged him to provide
himself with laws (al Hadinim) and establish judges (Dayanim).

The prohibition of murder thus responds to the affirmation of God’s omnip-
otence, as if obedience to the divine were also to give rise to human civilization.
“Thou shalt not kill” appears on the frontispiece of our civilized lives as an injunc-
tion, a vow, and a promise. This commandment never ceases to extend its empire,
to the point of applying to the State itself, in peacetime with the abolition of the
death penalty, and in wartime with international conventions. It even extends to
the animal kingdom, which those who follow anti-speciesism would like to re-
move from the laws of nature to benefit from the often remorseful progress of our
carnivorous societies.

Despite its airs of absoluteness, “Thou shalt not kill” is nevertheless neither
the first nor the last word of human legislations, which know well that security is
the art of relative values. Where divine life is adorable, human life is respectable,
and that's why murder is proscribed, as it was also in the seven Noahide laws that
prefigure the Ten Commandments.

In the First Testament, however, killing is not totally outlawed. According
to Frédéric Rognon,’ it would be better to translate the Hebrew expression “lo
tirtsah” as: “Thou shalt not murder” War, self-defense, and judicial execution are
not forbidden. Sometimes even renouncing killing constitutes a serious crime, as
we learn from the story of Saul, condemned to lose his kingship for imperfectly
executing the command to exterminate Alamek. “Thou shalt not kill” is then un-
derstood as “Thou shalt not kill without reason,” which turns into “Thou shalt not
spare without reason him whom thou must kill,” placing us at the heart of that
conditionality which is the ferment of all human legislation.

Another is the leap into the absolute announced by Jesus, the future Christ

2) Thou shalt not make unto thee any graven image.

3) Thou shalt not take the name of Jehovah thy God in vain.
4) Remember the day of rest, to keep it holy.

5) Honor thy father and thy mother.

6) Thou shalt not kill.

7) Thou shalt not commit adultery.

8) Thou shalt not steal.

9) Thou shalt not bear false witness.

10) Thou shalt not covet.

5  Professor of philosophy at the Protestant theology faculty of the University of Strasbourg; see “Tu
ne tueras point,” Humains, no. 21, October 10, 2021.
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who, in the Sermon on the Mount, will give full scope to the commandment: “You
have heard that it was said, “You shall love your neighbor and hate your enemy’ But
I say to you, love your enemies” (Matthew 5:43-44). He turns the other cheek rath-
er than the fist. He doesn’t offer security, but the adventure of a new covenant and a
New Testament, bringing together last wills and taking an entire people to witness.

But this rejection of homicide, murder, and assassination, as well as adul-
tery, theft, false witness and, on a more moral subject, covetousness, is under-
pinned by the assertion of a moral stance and passes through the affirmation of
order. In the same sermon, Jesus of Nazareth reminds us: “Do not think that I have
come to abolish the law or the prophets; I have not come to abolish, but to fulfill.
Indeed, I tell you the truth, until heaven and earth disappear, not a single letter or
stroke of a letter will disappear from the law until everything has happened”

The promise of the absolute is therefore not removed from the more relative,
progressive and shifting edifice of order inherent in the world and founded on law
and its evolutions; in the same way that the New Covenant, if we take care to read
the texts, does not deny the old but strives to realize it, the security architecture
of a society ensuring continuity in every age between one order and another, one
regime and another, one paradigm and another. It is one of those deep “latencies”
that allow often superficial changes to fulfill man’s aspiration to novelty without
threatening his survival.

Viewed in this way, security is not the monopoly of “reactionary” or con-
servative forces, in whose service it would work to freeze society. Nor is it the
monopoly of revolutionary or progressive forces, who willingly entrust it with
the dream role of policing utopia. It is, both more humbly and more profoundly,
the framework of historical continuity—not totally immobile as the reactionaries
dream, nor totally malleable as the revolutionaries imagine, but oscillating, like life
itself, from epoch to epoch between the lowest and the highest common denomi-
nator, holding at heart only to its perennity in time.

Cioran showed this perfectly in his reflections on utopia®: the Golden Age
doesn’t exist in the reactionaries’ past any more than in the utopians’ future, as
both strive to get out of time. Security is, strictly speaking, this descent into time
of an order that is no longer transcendent, but immanent, of which man would
strive to become both author and subject. In this sense, it is a work, if not the great
work, of civilization.

The promise of the sermon therefore carries stability, and therefore security.
But also of a rupture, which millenarians will see, will experience in the disaster
and rebound of each epoch as the promise of a return to paradise lost. Or as the
gradual emergence of a civilization of morals, the long journey towards the hu-
manization of archaic societies. Indeed, in the civilization of morals, there is the

6  Notably in Histoire et Utopie. Gallimard, 1960.
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dimension of a slow revolution, in the shadow of apparent continuities, and whose
progress would be measured very precisely by the yardstick of security, whether it
relates to a general environment or a particular feeling. Under these conditions, it
is possible to consider security, well beyond questions of prevention and repres-
sion, as a socialization through which the human species would assert its singular
domination over the planet.

This approach integrates within the same vision the conservative and rev-
olutionary dimensions inherent in any security strategy, trying to maintain the
right balances in an attempt to extract society from chaos. It also allows us to think
about the cycles that seem to govern human societies, sometimes carrying them
from chaos to security (Ordo?) in a movement of civilization, sometimes from
security to chaos in a movement to abolish the norms of the moment, deemed too
conservative.

In this perpetual pendulum swing, the issue of the security of people and
property plays on political regimes to assert itself as one of the few constant ele-
ments in the discourse of current or future power: guaranteeing order.

Whatever the historical cycle, civilization and security are inextricably linked,
whether they build on each other, or whether the crumbling of one lead to the col-
lapse of the other. It’s hardly surprising, then, that security is praised or condemned
in the same terms as civilization: there is, those who despise the “police order;,” a
latent critique of civilization, to whose preservation it contributes in a decisive way;
and there is indeed, in the obsessive denunciators of insecurity, the profound an-
guish of seeing their civilization collapse, of which security forms the skeleton.

We must therefore accept, at the threshold of any reflection on security, that
the point from which the path to clarifying debates is discovered lies precisely in
the contradictory relationship between violence and civilization—a contradiction
that must be understood in order to emerge from chaos or endured in order to
plunge into it.

If we set out to grasp, through this contradiction, “as with a pair of pliers”,
said Simone Weil, the shifting, uncertain reality of security, then we’ll be able to
discern the psychological, social, economic, cultural and political forces that it
moves and that move it. In L'Enracinement, her latest work,” the philosopher as-
serted that “[s]ecurity is an essential need of the soul. Security means that the soul
is not under the weight of fear or terror, except through the effect of a combination
of accidental circumstances and for rare and short moments. Fear or terror, as
enduring states of the soul, are almost deadly poisons, whether the cause be the
possibility of unemployment, or police repression, or the presence of a foreign
conqueror, or the expectation of a probable invasion, or any other misfortune that
seems to surpass human strength.”

7  LEnracinement, Gallimard, 1949.
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We'll have to identify, in the social contract, the part of security, that which
we renounce and that which we gain in exchange for this renunciation; under-
stand, in what we might call a policy or strategy of security, what holds to the
injunction of “thou shalt” and what holds to the prohibition of “thou shalt not”;
what has to do with the positive, the negative and the overcoming in the historical
dialectic; what has to do with reaction and what has to do with revolution, in both
the mechanical and the political sense.

It is by refusing to abandon contradiction in the hope of a hypothetical
and sterile middle ground that we will be able to answer the decisive question: is
security the civilization of violence, or the eradication of violence by civilization?
In other words, is the need for security to eradicate, to integrate, or to do both,
disintegrating the worst but integrating the best of that part of unfulfilled desire
that drives humans to violence at the risk of death?

There would thus exist a security proper to the civilization of violence and
a security proper to the civilization against violence; or again, without this op-
position exactly overlapping the previous one, a collective security resting on a
combination of justice and police, the modalities of which would be constructed
within the framework of a social contract, and an individual security mysteriously
dependent on the arbitrariness of an imminent justice.

And, faced with these four ramifications of security which can be represent-
ed by the four rivers flowing from the Garden of Eden outwards and into the un-
certain world, there would be a nomadic, homeless insecurity, heir to the conflict-
ing encounter between human and animal transhumance on the one hand, and
the protective enclosure materializing aspirations to sedentariness on the other.

It is the human spirit, confronted with the instability of the world, that will
operate, by projecting itself into the future or elsewhere, a form of return to unity
through security. It would indeed be the common feature of all utopias (whether
libertarian or egalitarian). In the perfect society that dreamers imagine, it goes
without saying that security reigns and that some form of order, whether imma-
nent in the society of equals or transcendent in the more “constructed” Fouri-
er-type societies, is imposed. At the same time, insecurity becomes the most en-
viable symptom of social illness, a consequence of inequality, the disintegration of
the social pact, the derangement of political representation.

To a security inhabited by the positive but condemned to a form of formal
invisibility (except when it would become “oppressive”) that makes its existence
dubious responds an insecurity fundamentally negative but perfectly visible and
for that reason obvious. And this contradiction is the source of a “right to securi-
ty” whose very purpose would be to make security more tangible than insecurity,
while rendering it unbearable as soon as the balance between the acceptable and
the necessary is upset.

11
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We must immediately add that such a right would have all the hallmarks
of a duty and would require the citizens concerned to take hold of the conditions
of their security both in terms of definition and execution and control, so as to no
longer be merely its objects. We propose here to readers to seize what we have del-
egated; to revitalize the State, which should be nothing other than the letter of what
we are the spirit of; to tirelessly pursue the humanization of humans in complete
security; to rediscover the possibility of genuine security, which must rise from the
mingled ashes of the ancient utopia of a world without coercion and the waking
nightmare of a coercion without a world.

12
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Hybrid Threats: Cartel and Gang
Links to Illicit Global Networks

Dr. John P. Sullivan and Dr. Nathan P. Jones
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ABSTRACT

Transnational Organized Crime exploits the complex relationships
of local and global networks comprised of a range of criminal car-
tels, mafias, gangs, and corrupt state actors. This article will look
at the links among these criminal enterprises and state actors, at
municipal, sub-state, and state levels in Latin America to frame the
contours of this segment of the global illicit political economy. The
networks of alliances and co-operation among criminal cartels,
transnational gangs, mafias, and state actors will be assessed. This
includes criminal alliances of cartels and gangs with global mafias,
the presence of criminal governance, transnational (and third gen-
eration) gangs, and links with hybrid threats and influence opera-
tions involving state actors. Examples will be drawn from Mexico,
Central America, Venezuela, and Brazil. These examples will look
at global links between cartels and gangs with transnational mafia
such as the ‘Ndrangheta, as well as the use of strategic crime and
corruption by states such as Russia, China, and Iran. Methods in-
clude a mix of quantitative methods, such as social network analy-
sis (SNA), and qualitative cases studies.

Keywords: global criminal networks, state actors, Latin America,
global mafias, transnational mafias

13 doi: 10.18278/ijc.11.2.1
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Amenazas hibridas: vinculos de carteles y
pandillas con redes globales ilicitas

s

RESUMEN

El crimen organizado transnacional explota las complejas relacio-
nes de las redes locales y globales compuestas por una variedad de
carteles criminales, mafias, pandillas y actores estatales corruptos.
Este articulo analizara los vinculos entre estas empresas crimina-
les y los actores estatales, a nivel municipal, subestatal y estatal en
América Latina para enmarcar los contornos de este segmento de
la economia politica ilicita global. Se evaluaran las redes de alian-
zas y cooperacion entre cdrteles criminales, pandillas transnacio-
nales, mafias y actores estatales. Esto incluye alianzas criminales de
carteles y pandillas con mafias globales, la presencia de gobernanza
criminal, pandillas transnacionales (y de tercera generacién) y vin-
culos con amenazas hibridas y operaciones de influencia que invo-
lucran a actores estatales. Se tomaran ejemplos de México, América
Central, Venezuela y Brasil. Estos ejemplos analizaran los vinculos
globales entre carteles y pandillas con mafias transnacionales como
la ‘Ndrangheta, asi como el uso del crimen estratégico y la corrup-
cion por parte de estados como Rusia, China e Iran. Los métodos
incluyen una combinacién de métodos cuantitativos, como el ana-
lisis de redes sociales (SNA) y estudios de casos cualitativos.

Palabras clave: redes criminales globales, actores estatales, Améri-
ca Latina, mafias globales, mafias transnacionales
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Introduction

actions taken by states to influence and weaken their adversaries using

all means short of large-scale combat operations (LSCO) or war (armed
conflict). In addition, hybrid threats can be used within situation of war to com-
plement conventional military operations. Hybrid actions include sowing divi-
sion and discontent, propaganda and disinformation, weakening state institutions
through corruption, cyberattacks, and using organized crime and gangs as proxies
(using drug trafficking, arms trafficking, human trafficking, and forced migra-
tion)." Of course gangs and criminal organizations (mafias and cartels) can wage
hybrid ‘war’ for states or on their own behalf.” In this article we specifically look
at criminal/illicit networks with a focus on Latin America. That means we will
discuss criminal cartels, gangs, mafias, and their interaction with each other and
states (including state and corporate actors). Corporate actors are often as import-
ant as state actors—corrupt state officials—since criminal enterprises often target
businesses for extortion. In addition, many criminal gangs and cartels are essen-
tially acting as ‘criminal conglomerates.”

Hybrid threats come in many forms. Traditionally hybrid threats refer to

Much discussion of transnational crime revolves around drug cartels or
drug trafficking organizations (DTOs). This is understandable since the global
trade in narcotics is lucrative and weakens states and favors a range of criminal
actors.* This range is better described as transnational criminal organizations
(TCOs) due to their ‘polycrime’ nature, with extortion, resource extraction (oil,
wildlife, timber, minerals), organized robberies (brigandage such as the Novo
Cangago in Brazil), piracy, human trafficking, etc. joining the drug trade.” These
organizations operate at municipal, sub-state, and state (national) levels, as well
as engaging in cross-border, regional, and international activities. Together, these
transnational gangs,® cartels, and mafias form a constellation of criminal actors
that results in a global illicit political economy” that is often characterized as ‘de-
viant globalization.®

Alliances are a key characteristic of the entities participating in the global
illicit political economy. These alliances include links between gangs (range from
first generation street gangs that focus on local turf protection, through market
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gangs acting in a broader, often national spatial context through third generation
gangs that operate on a transnational, hemispheric, or potentially global scale.
These third generation gangs (see Figure 1) are also referred to as both territorial
or transnational gangs that interact or form alliances with mafias and criminal
cartels and thus can become global actors and influence sovereignty.’

Figure 1: Third Generation Gang Typology

Together, these criminal enterprises can challenge states as criminal armed
groups (CAGs),' as well as by altering the nature of sovereignty through a pro-
cess of criminal insurgency including exercising territorial control, directly con-
fronting the state, providing social goods, and asserting criminal governance.'
These factors can usher in new forms of sovereignty requiring new policy and
legal frameworks as criminal organizations interact with state actors to stimulate
state'? formation or transition and conduct influence operation, become engaged
in crime wars, and assert political resolve through criminal governance." The fol-
lowing case studies and discussion will illuminate these dynamics in Mexico, Cen-
tral America, Brazil, and Venezuela. The next section will provide a more robust
discussion of hybrid threat definitions in the literature.

Defining Hybrid Threats

here has been a general recognition following the end of the Cold War that
the line between conventional and nonconventional threats and conflict
was blurring." In that milieu, many new conceptualizations of this blurry
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new form of conflict involving a complex array of actors emerged such as Fourth
Generation Warfare among many others.”” In a seminal work in 2007, Hoffman
promoted the concept of hybrid warfare'® which would later be adapted into
NATO strategic frameworks.”” Hoffman defined hybrid wars (HW) as follows:

Hybrid Wars can be conducted by both states and a variety of non-
state actors. Hybrid Wars incorporate a range of different modes
of warfare, including conventional capabilities, irregular tactics
and formations, terrorist acts including indiscriminate violence
and coercion, and criminal disorder. These multimodal activities
can be conducted by separate units, or even by the same unit, but
are generally operationally and tactically directed and coordinated
within the main battlespace to achieve synergistic effects.'®

Thus, we see that from its inception the hybrid wars/warfare (HW) concept
incorporated criminality and non-state actors. Further, Hoffmann used hybrid
threats to denote the specific threats inherent in hybrid warfare and the prototyp-
ical threat actors such as his Hezbollah case study." Scholars such as Chad Briggs
later pointed to the nexus between climate security and hybrid warfare, wherein
threat actors take advantage of new opportunities presented by climate change to
foment instability amongst enemies and criminal actors which profit from chang-
ing climate conditions.?* Recent scholarship has provided empirical examples of
this such as organized crime involvement in water markets due to climate insecu-
rity in Kenya and Mexico.”

In a conceptual essay on hybrid warfare definitions, Bankov makes a dis-
tinction between hybrid warfare schools of thought identifying the kinetic vs. non
kinetic schools.?? The non kinetic school includes situations in which primarily
states engage in conflict below the threshold of war without a shot being fired and
has been dominant post 2014 according to Bankov. We take no stance on this con-
ceptual divide, noting our own case studies include alliances of state and non-state
actors, and kinetic and non-kinetic forms of violence including IEDs of Mexican
cartel actors and the tragic loss of life from the fentanyl trade and state regulato-
ry inaction by state adversaries.”> We add to this literature through the empirical
contribution of relevant hybrid threat case studies and add rigor by pointing to the
networked alliances amongst state and nonstate actors which function as hybrid
warfare threat multipliers.

Case Studies
Mexico

Mexico is under considerable stress from gangs and criminal cartels. Insecurity,
corruption, violence, and impunity challenge the state. A protean mix of cartels and
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gangs are extant, competing with each other and the state. Scholars such as Weisz
Argomedo have identified the role of the hybrid warfare concept in the Mexican
non-state actor conflict setting.** Counterintuitively, it was the state action of the
kingpin strategy that undermined a previously stable alliance structure, leading to
increased conflict, violence, and a geographic clustering of violence in specific re-
gions in Mexico.” Currently, the Cartel de Sinaloa (CDS) or Sinaloa Cartel and the
Cartel Jalisco Nueva Generacion (CJNG) are the two major alliances dominating
the illicit economy.*® The CDS and CJNG are involved in a range of criminal activ-
ities, including drug trafficking and connect with criminal enterprises in the Unit-
ed States, Latin America, and beyond. External actors linking with Mexican cartels
include The Mexican Mafia (Eme) in California and Barrio Azteca in Texas. Jones,
Chindea, Weisz Argomedo, and Sullivan looked at the Sinaloa and CJNG alliance
structures in a series of papers using a dataset from Lantia Consultores. Figures 2,
3, and 4 illustrate some of the findings of that social network analysis (SNA).”

Figure 2: Entire alliance and subgroups organized crime network in Mexico (Source:
Data from Lantia Consultores; by permission from Jones et. al. 2022)
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Figure 3: CJNG and Sinaloa Cartel Ego Networks (Source: Data from Lantia
Consultores; by permission from Jones et. al. 2022)

Figure 4: Network Main Component with Community Detection
(Source: Data from Lantia Consultores; by permission from Jones et. al. 2022)
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The above figures 2-4 demonstrate a highly resilient organized crime sys-
tem within Mexico which has evolved following kingpin strikes by the Mexican
government.”® This resilient system allows criminal armed groups (CAGs) in Mex-
ico to, in some ‘criminal enclaves, provide complete criminal governance and be
resilient nationally against Mexican state attempts to target them.” This resilient
structure further undermines Mexican state capacity to address other social and
security issues.

Central America

Central America, especially the Northern Triangle of Central America (NTCA)
has become a hub of transnational gang activity with Mara Salvatrucha (MS-13),
and Barrio 18 (18™ Street) gangs (or maras) dominating the local criminal envi-
ronment, Both MS-13 and 18" Street have roots in Los Angeles but are now active
in the NTCA embracing a network configuration.® In addition to these gangs,
other Los Angeles gangs such as the Crips and Bloods have outposts in Belize (see
figure 5).’!

Figure 5: Gangs in Belize (Courtesy C/O Futures)

Brazil

Gangs in Brazil poses significant threats to the state, exercise territorial control
and criminal governance, and wage violent armed campaigns, including orches-
trating prison riots and the use of terrorist violence.”* Criminal gangs or factions
compete with each other, militias (milicias), and the state. Key groups include the
Primeiro Comando do Capital (PCC), Comando Vermelho (CV), as well as others
such as the Amigos dos Amigos, Terceiro Comando, and Terceiro Comando Puro.
Figure 6 depicts the areas of influence/territorial control of gangs and militias in
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Rio de Janeiro.” Brazil’s largest gang the PCC is also a powerful global player le-
veraging an alliance with the Calabrian ‘Ndrangheta to traffic cocaine to Europe,*
Southern Africa, and East Asia.” The cocaine trade to Africa is on the rise.’® Both
Mexican Sinaloa Cartel and CJNG are also reported to be building a presence in
Brazil.”” In addition, the PCC has had links to former Colombian FARC guerrillas,
recruiting these BACRIM (criminal bands) into their operations.” The PCC is also
active in Paraguay.”

Figure 6: Gangs and Militias in Rio de Janeiro (Source: Disque-Dentncia)

Hybrid Threats: Fentanyl and Beyond

We briefly mention the global Fentanyl trade as a mechanism that both exploits
and strengthens global illicit flows and alliances among criminal enterprises. Fig-
ure 7 illustrates the illicit strategic criminal flows exploited by transnational crim-
inal organizations (T'COs). These include illicit drug flows, illicit financial flows
(such as money laundering and trade-based money laundering) and also exploit
and empower gangs, mafias, and cartels.*’
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Figure 7: 1llicit Flows of Fentanyl and Precursors into the United States

The illicit flows surrounding the global Fentanyl trade involves linkages
among Mexican cartels, a range of local gangs in all of the locations participating
in those flows. Further research is required to assess the active social networks
involved (specifically the relationship among cartels, triads, gangs, and mafias, as
well as corrupt links with government officials, and corporate officers (such as
bankers). We believe the methodologies discussed here have promise in this re-
gard. Specifically, we believe the analysis conducted by Oscar Contreras Velas-
co and coauthors on using algorithms to predict links in criminal networks has
promise for identifying future alliances and revealing missing data (see Figure 8).*!
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Figure 8: Predicted Connects Using Four Separate Algorithms
(Source: Contreras Velasco et al.)

Venezuela

Venezuela and its state connected organized crime makes for a fascinating case
study of linkages to global illicit networks by domestic and transnational criminal
organizations. Venezuela makes a good case study in part because of the thor-
ough interpenetration of organized crime into the state.*” It is an example of what
Sullivan and other scholars have deemed ‘state transformation’ or ‘state reconfig-
uration’ by organized crime.” State transformation is a fascinating concept which
seems a natural and needed step beyond/extension of earlier typologies of third
generation gang literature, criminal insurgency literature, and also Lupsha’s typol-
ogies of ‘predatory; ‘parasitic, and ‘symbiotic’ relationships between the state and
organized crime.* State transformation is an apt extension; expanding both the
third-generation gang literature and extending Lupsha’s classic 1990s typology for
organized crime state relationships.* Venezuelan Moises Naim’s (Editor Foreign
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Policy Magazine) famous for his book Illicit, has also written extensively on Ven-
ezuela as a mafia state in which the government functions as organized crime.*

Venezuela has, since the economic collapse it went through in the mid 2010s
and continues to move out of under the Maduro regime, developed extensive or-
ganized crime penetration both inside and outside of the state apparatus. This
organized crime penetration in some cases creates criminal controlled enclaves
within major cities. In other cases, organized crime within the state has emerged.

State leadership figures play key roles in drug trafficking and smuggling
using state resources. In particular, the Venezuelan military which was thoroughly
controlled by allies of Hugo Chavez and later Nicolas Maduro, has become in-
volved in the drug trade. 2020 indictments from the United States demonstrate
that the Cartel de Los Soles (The Cartel of the Suns, so named for the Suns Venezu-
elan Generals use to mark their rank) is a network of corrupt government officials
and organized crime working in Venezuela utilizing resources of the Venezuelan
state to further their profits both for the state and for corrupt profit.

Due to the exodus of Venezuelans into countries like Colombia, Mexico,
the United States, the Central and South American regions, among others, new
economic markets have appeared. These new economic markets include oil smug-
gling and trafficking across the Venezuela Colombian border. There had long been
intelligence suggesting that groups like the FARC or the ELN were moving into
Venezuelan territory and using it as a safe haven as they fought the Colombian
government under the Alvaro Uribe Administration (2002-2010). According to
Insight Crime Chavez used the FARC and other Marxist guerrilla groups as a “stra-
tegic bulwark” against a stronger Colombia.”

In effect his support for them was an example of using guerrillas as a proxy
and as a deniable hybrid threat to his enemies. But this process of involving the
Venezuelan government with these illicit networks ultimately led to the increased
involvement of Venezuelan government officials in the cocaine trade and other
illicit activities. These Colombian rebel groups were known to operate within the
cocaine trade and their respective global networks included linkages to Mexican
cartels such as the Arellano Felix Organization better known as the Tijuana Car-
tel, in a drugs-for-guns relationships.*® Sometimes these groups such as the FARC
inserted themselves as negotiators between coca growers and traffickers. This al-
lowed groups like the FARC to garner significant ‘political capital’ as Vanda Fel-
bab-Brown argued in her book Shooting Up in 2009.*

President Alvaro Uribe strengthened Colombian Security capacity through
programs like Soldados de mi Pueblo, which were able to extend Colombian gov-
ernment control and security provision further away from Colombian urban cen-
ters, into jungle, remote, and rural areas which the FARC and ELN had previously
used as safe haven.” This increasingly pushed them into the arms of the Venezue-
lan government, which they would also fundamentally change.
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Thus, we see here linkages between groups that operated in both Colombia
and Venezuela, which were commonly cross-border in nature, in addition to their
participation global cocaine markets. There is also significant smuggling across
this international border between Colombia and Venezuela related to oil.” Fur-
ther, Venezuela is now the starting point for significant migrant exodus which
human traffickers can profit from, as recent reporting from the New York Times
featuring local politicians in northern Colombia and Panama profiting from the
new economy created by migrants as they attempt the dangerous cross across the
Darien Gap.”> While the Colombian government has reached a ceasefire with the
Fuerzas Armadas Revolucionarios de Colombia (FARC) as of 2016, this ceasefire
has been incompletely implemented. While the majority of the FARC have dis-
banded, some extremist groups have continued on and the Ejercito de Liberacion
Nacional (ELN) has also proven to be of continued importance; in part because of
its ability to find safe haven within Venezuelan territory.

Methods: Social Network Analysis

Social network analysis as applied to organized crime or “dark networks” has a
long pedigree.”® Dark networks include criminal networks, terrorists, insurgent
networks, or any network which challenges the state.* Nonetheless, social net-
work analysis (SNA) as a methodology in widespread use is relatively new. It is in
part due to the advent of the personal computer and the widespread adoption of
various social network analysis programs such as UCINET and increasingly the
graphic program for exploratory social network analysis known as Gephi which
is an open-source program.® Social network analysis focuses on the relationships
between actors sometimes called nodes and the structure of networks. Scholars
have increasingly pointed to the importance of social network analysis as a viable
intelligence tool.”®

This article presents a novel case based upon court documents of corrupt
Venezuelan government actors who created a network of cocaine traffickers known
as the Cartel de Los Soles or the Cartel of the Suns.”” We will visually represent this
network based upon a coding from unstructured court documents into a struc-
tured data source known as an edge list.
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Table 1: Venezuelan State Organized Crime Nexus Indictments utilized for SNA.

Name of Indictment Analyzed Case Number

United States v. Guiseppe Luciano

Menegazzo Carrasquel et al. No 2:10-CR-01462

United States v. Luis Alfredo Motta

Dominguez, et al. No. 1:19-CR-20388

United States v. Nicolas Maduro Moros No.1:11-CR-205

United States v. Nestor Luis Reverol Torres,

No. 1:15-CR-20
et al.

United States v. Vassyly Kotosky Villaroel

Ramirez, et al. No. 1:11-CR-247

United States v. Tareck Zaidan el Aissami

Maddabh, et al. No. 1:19-CR-144

United States v. Luis Carlos de Leon-Perez,

No. 1:17-CR-514
et al.

Cartel de Los Soles (Cartel of the Suns)

he Cartel of the Suns and the various corrupt government officials that were

included in the various indictments released by the US Department of Jus-

tice in 2020 went to the highest echelons of the Venezuelan regime includ-
ing Nicholas Maduro Moros himself, president of Venezuela.*® Using a series of in-
dictments profiled and released by the US Department of Justice in March of 2020,
we coded 7 core documents (primarily indictments) into networks for analysis.

Network Results

These 7 indictments resulted in a network (Figure 9) with 35 actors or nodes and
more than 61 edges or relationships. The average weighted degree of the network
was 11.65, this means the average actor in the network had roughly 11 ties to other
actors in the network. The overall network had a density of .103 which suggests a
sparse overall network made up primarily of disconnected components. It is im-
portant to remember that these disconnected components may indeed be the re-
sult of missing information, which the US Department of Justice does not yet have
or is unwilling to reveal at the time of these indictments. Indeed, it is plausible that
the disconnected components cooperate with each other in a broader network
structure. However, that evidence is not yet present here in these indictments.
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Figure 9: Six Components of a Venezuelan Corrupt State Transnational Network
(Layout: Fruchterman Reingold/Nodes Sized on Degree Centrality) as Indicted
by USDOJ March 2020. (Source: Authors’ Elaboration)

There were roughly 6 components in this network with the primary or
“giant component” including President Nicolas Maduro himself. Because of the
disconnected nature of the networks some of our analysis will be on the overall
network, while our analysis will then take a deep dive into the giant component of
the network, which incorporates the highest levels of corruption organized crime
and transnational connections.

The Maduro Component

In the next stage of our analysis, we drill down into the giant component with-
in this six-component network. This component is comprised of Nicolas Maduro
and the top figures within the Venezuelan regime which are indicted within this
series of indictments. This component will henceforth be referred to as the Mad-
uro component.

The Maduro component, depicted in Figure 10, is notable in several re-
spects. First, it has an average degree of 3.467 which is lower than the overall com-
ponent, though that may be a function of secondary component which has a sig-
nificantly high number of edges within it (to be analyzed later). Specifically, the
USDO)J evidence may have included many repeated ties because prosecutors had
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better intelligence on that secondary component. Setting that aside for the mo-
ment, the average weighted degree of the Maduro component is 7.867; suggesting
the average person in the network had a degree of seven (7 ties). The Maduro com-
ponent diameter is only four, suggesting that even the people furthest apart in this
component would only have to move through three other individuals to get across
the network. The Maduro component graph density is 0.248 which is higher than
the overall network, but is to be expected because this is a smaller network with 15
nodes and 26 total edges.

Figure 10: Maduro Component, Nodes sized on Betweenness Centrality, Color by
affiliation (Source: Author’s Elaboration based on Data from US Court documents)
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Figure 10 above depicts the Maduro component of the network. It is color
color-coded based on the affiliation of actors. In this component actors depicted
in purple are Venezuelan government actors. Those depicted in orange are sole-
ly Fuerzas Armadas Revolucionarias de Colombia (FARC) affiliates, while actors
depicted in green are FARC and Los Soles affiliates, suggesting that there may
have been an individual with both affiliations. The presence of such actors is in
itself evidence of strong cooperation between transnational criminal networks on
a cross-border basis. It also suggests an institutionalized relationship between the
FARC and Venezuelan organized crime. Within Figure 10 we see that the nodes
are sized based on betweenness centrality. Betweenness centrality is a measure of
how often an actor lies on the shortest path between other actors in a network.”
In this network where we can see that Nicolas Maduro is the actor who lies on the
most critical paths within this network.

The next section depicts the second largest component in the overall net-
work. This dense “all channel” component still has variation within it in terms
of the affiliations of the actors about half our Venezuelan government and half
are unaffiliated, and also the strength of the ties between them. Strength of tie is
depicted in this network based on repeated connections, i.e., someone who calls
another person 10 times in a day is likely more connected to that person than dyad
(pair of people) who only call once in a day. This is shown with thicker lines.

The Strong Tie Component

Figure 11: The Strong Tie Component.
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In Figure 11 which we will refer to as the strong tie component we see a
tully connected all channel network.®® We also see the strength of tie depicted by
repeated ties and depicted by line thickness. The actors’ nodes are colored why
their affiliation. Actors in pink are unaffiliated while actors depicted in green are
Venezuelan government affiliated. Thus, we see tight interconnections between
Venezuelan government officials and criminal actors which are unaffiliated with
the Venezuelan government and may have transnational affiliations or business
affiliations not depicted by the indictments.

Conclusion

ybrid threats are frequently mentioned in relation to Russia, China, and

Iran. Chinese criminal enterprises are linked with the Fentanyl trade and

influence operations." On China, in specific, these hybrid actions are ac-
companied by economic development and statecraft.®® In addition to these known
hybrid threats and strategic crime, we need to build an understanding of future
crime-terrorism-gang nexuses® in order to discern the nature of networked global
threats—especially those in Latin America and the Western Hemisphere at large.

The Venezuelan government has become famous for its high level of corrup-
tion, direct participation in organized crime activities, which include cross-border
trafficking of oil, working with transnational criminal actors such as the ELN and
the FARC, and indirect participation through the Cartel of the Suns in cocaine
trafficking. It is well known that the cocaine market which spans from the Andean
region, throughout the Western Hemisphere also moves through the Caribbean
and into Europe among other vectors of traffic including high profit zones such as
Australia.** Thus, we see the highly corrupt Venezuelan government, participating
in significant global and transnational criminal ties embedded in a global network
of organized crime actors.

Most notably, the economic calamity resulting from the Venezuelan gov-
ernment’s mismanagement, also created mass refugee flows out of Venezuela. This
has in turn allowed transnational actors and criminals to supply services for mi-
grants via smuggling and trafficking.

Our social network analysis of US court documents has demonstrated the
transnational connections and the organized crime activities of the Venezuelan
government. These linkages include ties to the government’s own Cartel of the
Suns which is deeply embedded within the Venezuelan government and has ties to
transnational criminal organizations such as the FARC. These in turn historically
and currently have connections to Mexican OCGs which in turn have connections
globally, including US-based street and prison gangs.*

The organized crime activities of the Venezuelan government and its net-
working with illicit networks, serve its foreign policy interests in terms of balanc-
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ing against potential encroachment by the Colombian government but also serve
as a source of funding for the Venezuelan government and its activities; includ-
ing regime survival. The Venezuelan government alliances with illicit networks
also serve as a hybrid threat against countries like Colombia. This is similar to the
ways in which the Iranian government has utilized Hezbollah as a hybrid threat
and proxy. Interestingly, Iran and Venezuela recently signed a 20-year cooperation
agreement in June 2022 according to Reuters, demonstrating how networked alli-
ances increase resilience of actors utilizing hybrid threats.®
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ABSTRACT

Restorative justice in France has become increasingly popular over
the last 25 years. Nevertheless, there has been much confusion and
rather damaging interpretations of what it is and how it should be
implemented in juvenile criminal law. Measures that are not in fact
restorative justice measures are being implemented, causing prob-
lems for its transformational potential. Confusion and disagree-
ment surrounding the difference between penal and restorative
mediation, the nature of control exercised by judicial authority, the
role of lawyers in restorative justice, and the lack of a clear budget
makes it harder for restorative justice to be truly effective. This is
the case not only within the confines of the of law, but also going
beyond the law, looking at the long-term consequences of crime.
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Derecho Penal Juvenil y Justicia Restaurativa:
Interpretaciones y confusiones muy dafiinas

RESUMEN

La justicia restaurativa en Francia se ha vuelto cada vez mas popu-
lar en los ultimos 25 afos. Sin embargo, ha habido mucha confu-
sién e interpretaciones bastante perjudiciales sobre qué es y como
deberia implementarse en el derecho penal juvenil. Se estan imple-
mentando medidas que en realidad no son medidas de justicia res-
taurativa, lo que genera problemas por su potencial transformador.
La confusidn y el desacuerdo en torno a la diferencia entre media-
cién penal y restaurativa, la naturaleza del control ejercido por la
autoridad judicial, el papel de los abogados en la justicia restaura-
tiva y la falta de un presupuesto claro hacen que sea mas dificil que
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la justicia restaurativa sea verdaderamente efectiva. Este es el caso
no sélo dentro de los limites del derecho, sino también mas alla de
la ley, analizando las consecuencias a largo plazo del delito.

Palabras clave: Justicia restaurativa, Sistema de justicia penal, De-
recho nacional francés, Justicia juvenil, confusién y consecuencias
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so popular that its philosophy and sole objective have sometimes been dis-

torted—dialogue between those who have committed a crime and those
who have suffered from it. Reappearing in the mid-70s in Anglo-Saxon countries,
the measures it promotes have surreptitiously taken root on the Old Continent,
mainly around mediation between people linked by the same offence. The very
first international symposium on restorative justice, held in 2002 at the National
School of Judiciary (ENM, Ecole Nationale de la Magistrature), was instrumental
in introducing restorative justice to France.' It should also be remembered that
the first “experiment” in France involving encounters between prisoners and vic-
tims took place in 2010, at the Maison Centrale de Poissy. By the end of 2023,
more than 300 restorative programs had been completed since its creation in 2013.

ﬁ fter decades of denial and acerbic criticism, restorative justice has become

These were integrated training programs in restorative justice that were a part of a

1 On the history of the introduction of Restorative Justice, V. R. Cario, La justice restaurative en
France. Une utopie créatrice et rationnelle, Ed. UHarmattan, 2020, pp. 51 et seq.
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tripartite agreement between the French Institute for Restorative Justice (Ifjr), the
National School of Prison Administration (Enap) and the National Institute for
Victim Support and Mediation (now France-victimes).?

Yet the Law of August 15, 2014 clearly laid down the conditions by which
dialogue between the protagonists, their loved ones and their communities of be-
longing can be established, with the hope of a path, always differential, towards a
horizon of appeasement.’ The decision to enshrine restorative justice in Law has
led some to fear it could be used as an instrument of criminal law, in particular.
However, the operation of the criminal justice system in France, which is often
suspicious of measures that can be put in place without the magistrates taking the
initiative, made this necessary—all the more so as prevailing populism is irradiat-
ing the socio-criminal response by encouraging ever more repression. To get out
of these sterile debates, the maximalist approach is preferred to the minimalist
approach, which is likely to better contain the many detractors, on the one hand,
and maintain control by the judicial authority for the most serious offences, on the
other, without prejudging developments outside criminal justice, particularly in
the field of prevention. Fortunately, the provisions of the Directive of 15 October
2012 (currently being revised) must be transposed in national French law.

It is worth recalling them again and again, in light of the provisions of Article
10-1 of the Code of Criminal Procedure (C.pr.pén., Code de procédure pénale):
full information on the progress of the restorative process; acknowledgement (even
partial or in the absence of denial) of the facts by the parties concerned; voluntary
and constant participation by the parties concerned in the process, and in the pro-
cess itself; the voluntary and constant participation of each person (with the possi-
bility of withdrawing from the restorative process at any time); the confidentiality
of discussions; the facilitation of measures by people (professionals from the crimi-
nal justice system, volunteers) specially trained in a specific methodology, based on
the essential preparation of potential participants. To date, the tools of the relation-
al approach* consolidate such preparation, namely: attentive (not active) listening,
exploration of each person’s expectations (through open, not closed, questions),
scripting of the eventual restorative encounter (in the broadest sense). To be of gen-
eral application from its date of entry into force (October 1, 2014), concerning both
adults and minors at the time of the events, it would take seven years for restorative
justice to be integrated into juvenile criminal law, by Article L13-4 of the Code of
Juvenile Criminal Justice (CJPM, Code de la justice pénale des mineurs)—which
explicitly refers to Article 10-1 of the Code of Criminal Procedure.

V. www.justicerestaurative.org

V. P. Mbanzoulou, Les rencontres détenus-victimes : une expérience francaise, In Cahiers de la
sécurité, 2013-23, pp. 83-90.

4 V. not. S. Charbonneau, C. Rossi, La médiation relationnelle. Rencontres de dialogue et justice
réparatrice, Ed. CHarmattan, 2020, pp. 77 et seq.
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Pseudo-objectives

If creativity is to serve restorative justice, it must not, under any circumstances,
distort its substance or form. Yet this is exactly what is happening, given the way
the law is being interpreted and the many erroneous practices at work in juvenile
criminal law. Of course, the same is sometimes true of adult criminal law.” In this
sense, restorative measures are in no way aimed at forgiveness, nor are they part
of any religious proselytizing whatsoever. In the same way, these measures have
no direct therapeutic ambition, but they do produce certain therapeutic effects,
a more general sense of well-being. Consequently, we cannot apply programs to
participants that are likely to “transform” them or lead them to view their expec-
tations through virtual tools. All the more so as most of them are undoubtedly rel-
evant, but for the sole benefit of offenders in the context of their prison treatment.
The desire to introduce restorative justice measures that are not restorative justice
measures has led to the emergence of some curious associations. Some refer to
the triptych of “restorative” justice: assistance and reparation, penal mediation,
restorative justice. The term “justice réparatrice” used in Quebec, like “justice
restauratrice” in Belgium, relates in every respect to the French expression adopt-
ed by the 2014 Law of “restorative justice”: extrajudicial act, same protocols, same
measures, same methods. Even more regrettably, the Circular Budget of May 15,
2023, refers to the “restorative justice duo”: penal reparation and mediation (Art.
L112-8 Cjpm). Why create a special text on restorative mediation to distinguish
it from penal mediation, when Article L13-4 of the Cjpm refers very explicitly to
Article 10-1 of the Cpr.pén.?® How can specialists in juvenile justice continue to
cause such confusion? Because restorative justice measures do not count as legal
costs? Out of a desire to focus solely on criminal justice responses? Is it pure ide-
ology? Out of ignorance of the protocol and procedures of a restorative measure?
Fear of being deprived of some of the tasks assigned to players in the criminal
justice system?

Consequences vs. repercussions

Words are very important in restorative justice. We need to distinguish between
the consequences of a crime and its repercussions. Consequences concern the past
of the offence committed. It’s up to the criminal judge to deal with them: pun-
ishment for one, compensation for the other. As for repercussions, most of them
are not directly and immediately linked to the crime. They focus on the future of
the perpetrators and victims, their families and members of their respective com-
munities. More or less profound and long-lasting, repercussions often concern
aspects of the daily lives of the people concerned. They may be personal (tendency

5 R. Cario, Grandeurs et vicissitudes de la justice restaurative en France, Ed. CHarmattan, 2021, pp.
67 et seq.

6  V.J. Filippi, Droit pénal des mineurs et justice restaurative, Ed. du Septentrion, 2021, p. 295 et seq.
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to isolate, loss of self-esteem), family (difficult communication with family mem-
bers when they do not consider the facts established), school (children exposed
to domestic violence dropping out of school), professional (avoidance of public
transport, reduced efficiency at work, even loss of job), social (risky behavior),
cultural (pronounced loss of interest in the media in general, frequentation of
places where works of various kinds are broadcast), and more generally societal,
as crime insidiously calls into question the beliefs that animate all human beings:
the surrounding world is benevolent, it makes sense because it is well-ordered, ev-
eryone is part of it and contributes to it harmoniously. The repercussions of crime,
however, profoundly and sometimes permanently disrupt these beliefs: the world
becomes hostile, generating chaos and injustice, and “I was unable to prevent this
from happening”

The right to information and guidance

Today, those subject to the law have a genuine right to information (10-2, D1-1-1
C.pr.pén.), to which is added, consecutively, a right to referral (without filter on
the part of the person providing the information) to specially trained facilitators
(not in charge of monitoring the minor(s) concerned), provided that the condi-
tions of Article 10-1 (Art. L 13-4 of the Cjpm automatically refers to it for minor
offenders) are met. In the light of the expectations expressed by the participants,
they will decide together whether the restorative measure should be completed.
This applies to all stages of the proceedings, including the execution of sentences.
As participation in a restorative measure is free, the risk of participants being rev-
ictimized remains exceptional, and is all the more limited as the facilitators take
great care to ensure that this does not happen. In this sense, the fact that participa-
tion is free can be seen in a number of ways: there is no reduction in the penalty,
no specific sentence adjustment, and no additional compensation. Potential par-
ticipants and those involved in a restorative encounter can leave the process at any
time, without any consequences for their criminal or civil situation. All offenses
are eligible, as the law does not distinguish between crimes, serious offenses and
serious misdemeanors. Of course, the objective seriousness of the offences com-
mitted is important, but it is also relevant to take into account the subjectivity of
feelings and repercussions in the case of less serious offences. Only the circulars
(March 15, 2017; June 25, 2021, which only have interpretative value) and a few
documents from the National Directorates introduce regrettable confusion. On a
more positive note, it is now possible to activate a restorative measure in cases of
dismissal, acquittal, or discharge and, above all, when the facts constituting the
offence are time-barred.

Judicial control

Another surprising confusion concerns the nature of the control to be exercised by
the judicial authority or, at its request, the prison administration. Is it a control of
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legality, opportunity or conformity? The first has no raison détre in restorative jus-
tice.” The second is contrary to the very spirit of Articles 10-1 C.pr.pén. and L13-4
Cjpm. The subjectivity of such a control, contra legem, of the Authority which
avails itself of it, clashes with the objectivity of the legislative text. Logically, there-
fore, it can only be a conformity check. It is only when the five conditions set out
in Article 10-1 C.pr.pén. are not met that a refusal to participate or to implement
the planned measure can be issued by the competent authority. Failure to comply
with this simple but essential compliance check, which is flouted by incompre-
hensible objections from the judiciary (in the broadest sense), even going so far
as to impose a “veto” in the case of minors who have been the victims of assault
(particularly sexual assault), diverts the application of the law and consequently
hinders the right of those subject to trial to benefit from a restorative justice mea-
sure under the conditions set out in article 10-1 of the Criminal Code.® On No-
vember 23, 2023, the “Independent commission on incest and child sexual abuse”
(CIIVISE, Commission indépendante sur I'inceste et les violences sexuelles faites
aux enfants) submitted its report on the activities carried out during its three-year
mandate. Among some excellent proposals, one of them leads to the exclusion of
restorative “injustice” when considering victims who are minors (defined, under
international conventions, as minors under 18), even though criminal convictions
are exceptional, unlike the majority of cases that are closed, or time barred. Such
a position is a sign of real bad faith, given the Commission’s failure to hear from
specially trained practitioners in the field who have been implementing a wide
range of restorative measures since 2010, and the fact that the bibliography does
not refer to any of the major references available in France.

Another difficulty is likely to arise in two situations that professionals in
the field frequently encounter. Firstly, there is a high turnover of prosecutors spe-
cializing in cases involving juvenile delinquents. Many of them refuse to validate
the partnership agreement signed by their predecessor. This is imperative for the
continuity of the public justice service. On the other hand, the new magistrate will,
if he or she so wishes, join the current steering committee.

Secondly, where several magistrates are involved, the disagreement of one
or more of them should not prevent the implementation of the planned restorative
encounter, in the best interests of the minor concerned, whenever the conditions
of Article L 13-4 of the CJPM (referring to article 10-1 C.pr.pénale) are met.

Similarly, as restorative justice measures are not procedural acts, no author-

7  See contra S. Jacquot, Justice réparatrice, In E. Dieu, S. Jacquot, Justice restaurative, Bilan et
Perspectives, 2021, Pub. Fondation Jean Jaures, 2021, which considers, p. 10, that “[...] no restorative
justice measure can be implemented without the approval of the judicial authorities [...]”

8  Comp. E. Durand, Suffit-il de quelques échanges pour restaurer '’humanité commune? In LeMonde.
fr, Tribune du 15 avril 2023; La justice restaurative pour les mineurs, pub. Min. Justice, 2021, p. 12;
V contra, Jeanne Herry’s magnificent and authentic film Je verrai toujours vos visages (I'll Always See
Your Faces).
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ity can oppose their implementation. The same applies to the nature of the offence.
Article 10-1 uses the generic term “offence,” leaving no opportunity for those in-
volved in the criminal justice system to exclude certain offences, such as domestic
violence, sexual violence or acts of terrorism.

Role of lawyers

There is a real divergence among commentators as to the role they can play in the
implementation of a restorative process. For some, their presence is required at all
times, from the moment they are approached by a client until the end of the poten-
tial encounter, with reference to Article L12-4 of the Cjpm, which makes it com-
pulsory for a minor, whether prosecuted or convicted, to be assisted by a lawyer.
For others, the presence of a lawyer during meetings between participants is not
at all desirable, as it is not expressly provided for in the texts relating to restorative
justice. This is the only logical interpretation, since restorative justice measures,
as already emphasized, are extra-judicial acts, not procedural acts. An exception
could be made in the case of restorative conferences, at which lawyers attend as
mere participants, chosen by those directly affected by the crime (in the broadest
sense) as persons worthy of trust. Nevertheless, lawyers can be very useful in ad-
vising their clients on their right to benefit from a restorative measure and, if the
latter so wish, direct them to the program’s facilitators. There is also nothing to
prevent them from becoming restorative justice facilitators, provided they are spe-
cially trained. This raises the question of remuneration, for which there is current-
ly no budget. The same applies to professionals from justice-approved services, as
well as trained volunteers who are not part of the criminal justice system. In the
case of Penitentiary probation service (SPIP, Service pénitentiaire d’insertion et
de probation) or Judicial protection of youth (P]], Protection judiciaire de la jeu-
nesse) staff, there is an urgent need to set aside dedicated working time for them
when they take part in a restorative measure as trained facilitators.

Restorative measures vs. judicial educational measures (ME]J/P, Mesures
éducatives judiciaires et Mesures éducatives judiciaires probatoires)

An even more serious confusion stems from the lack of distinction between the
provisions of Article L13-4 Cjpm and those of article L118-2 of the same code.
Since the publication of the Law of August 15, 2014, a lively, sterile debate has
been underway between some of the doctrine and the Protection judiciaire de
la jeunesse (PJJ) (both at the level of its Management and its field actors). Af-
ter 39 reforms to the fine ordinance of February 2, 1945, everything seemed to
be back in order with the adoption of the Code of Criminal Justice for Minors,
whose entry into force date has been postponed, on several occasions, to Septem-
ber 30, 2021. Article L13-4 (also introduced into the general provisions of the
Cjpm) stipulates that “the victim and the perpetrator of the offence may be offered
restorative justice in accordance with article 10-1 of the Code of Criminal Proce-
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dure, during any proceedings concerning a minor and at all stages thereof, including
during the enforcement of sentences, provided that the facts have been acknowl-
edged” This right to restorative justice can only be implemented “if the minor’s
degree of maturity and capacity for discernment allow it, and after obtaining the
consent of the legal representatives” (para. 2). However, Article L112-8 maintains,
within a “Reparation Module,” not only the traditional activity of penal assistance
or reparation but adds penal mediation between the minor and the victim, the
former with the agreement of the victim concerned, the latter at the request or
with the agreement of the latter.

Several remarks are necessary. Firstly, it should be remembered that judicial
educational measures are pronounced by the competent authority as a sanction
(Art. 111-1 Cjpm). What's more, a report on their implementation is regularly sent
to the “Juge des Enfants” What about confidentiality? Restorative justice measures
are in no way judicial educational measures. Nor are they an alternative to prose-
cution or a complement to another measure ordered by the competent magistrate.
They are an extrajudicial, autonomous act, having nothing to do with criminal
procedure, in particular with the Preliminary Article. They cannot be pronounced
by a magistrate, as restorative measures do not constitute a decision relating to
public action. Nevertheless, there is a real risk of confusion in their respective
applications. The potential drift towards the pure and simple assimilation of mea-
sures under Art. L13-4 by Art. L112-8 would be truly counter-productive.” The
reference to Articles D112-28 (assistance or reparation activities) and D112-29
(penal mediation) is inoperative. The fact that the terms used to define these two
judicial educational measures are surprisingly close to those that have long charac-
terized restorative measures in no way detracts from their punitive nature. Indeed,
the restorative emblem seems likely to lead field workers—out of sheer opportun-
ism based on their reluctance to move towards a posture of specially-trained facili-
tator, or even out of fear of being deprived of monitoring “their” minor, or of being
“judged” by the latter with regard to the relational methodology implemented in
restorative workshops (mainly through the strategy of attentive listening specific
to restorative workshops)—to reject any restorative program.

Secondly, assessing the concepts of maturity and discernment, as set out
in Article L13-4 Cjpm, has always been delicate. Maturity is a state of the per-
son, evaluated according to age. It is considered to be acquired at adulthood, ac-
cording to the most widely accepted definitions. Maturity implies a high degree
of reliability in judgment and reflection. Immaturity, on the other hand, attests to
great weakness in the face of all the temptations presented to a person. The no-
tion of discernment, essential in juvenile criminal law, corresponds more clearly
to an ability to judge right and wrong, to act with intelligence and willpower. More

9 V. Contra J. Filippi, La justice restaurative des mineurs en France : entre tendance maximaliste et
minimaliste, In Cahiers de la sécurité et de la justice, Hors série “Cahier de la recherche,” 2021, pp.
37-47, spe p. 45.
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generally, discernment leads to an understanding that the planned act constitutes
an offence, and to a willingness to commit it nonetheless. It also implies that the
minor perceives all the consequences from a processual point of view. These no-
tions of maturity and discernment go beyond the simple acknowledgement of the
facts, an indispensable condition for the implementation of restorative workshops,
whatever the measures adopted. Once again, it is important to emphasize that re-
storative measures are not procedural acts and are subject to their own specific
conditions. In these senses, the Circular of March 15, 2017, clearly affirms that
participation in a restorative measure has no bearing on the determination of the
perpetrator’s guilt, proof of which must be provided by the Public Prosecutor’s
Office. Moreover, guilt (the condition for attributing an act to a person) must be
distinguished from discernment, which makes it possible to attribute the act to the
offender in order to establish his or her criminal responsibility, essential for the
pronouncement of a judicial educational measure or sentence.

Thirdly, when minors of at least 13 years of age admit to the acts of which
they are accused, should the agreement of their legal representatives be required?
Insofar as Article L13-4 Cjpm explicitly refers to Article 10-1 C.pr.pén., it is up
to trained, impartial organizers to ensure that its conditions are met, in particu-
lar the recognition, even partial, of the facts by the minor concerned. The formal
agreement of the legal representatives is therefore not necessary, as the restorative
measure is not a procedural act. This is all the more true when the request for a
restorative measure is made on the minor’s own initiative, or when the proposed
measure is in the minor’s best interests. On the other hand, if the minors con-
cerned so wish, or if their legal representatives so desire, the latter can take part in
the proposed restorative measure, after preparation by the facilitator(s) in charge
of the restorative measure. The Ministry of Justice’s Methodological Guide follows
the same line of thinking, reminding us that, insofar as the participants’ consent
must be obtained, in accordance with the provisions of Article 10-1 C.pr.pén., it
is necessary to involve the holders of parental authority and inform them, well in
advance of the potential implementation of a restorative workshop, of its charac-
teristics. If the legal guardians agree, and the minor and his or her guardians so
wish, the facilitators should meet with them to clarify their role in the restorative
process: as listeners but not participants. The agreement of the other protagonist
is necessary, under the same conditions of participation of his/her legal represen-
tatives. In the event of refusal on their part, an interview with them should also be
envisaged, to find out why. Without specifying the details, the legislator has added
to the presumption of discernment for minors of at least 13 years of age, that of
minors under 13 years of age in Art. L11-1, paragraph 2. Simple presumptions can
be overturned, after expert appraisals, at the sovereign discretion of the magistrate
concerned. Nevertheless, in the case of minors under the age of 13, it is the edu-
cator in charge of the minor’s follow-up who implements the restorative measure,
in contradiction with the imperative need, reiterated in all official documents, to
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prohibit the professional in charge of the minor’s follow-up from precisely leading
the restorative encounter in which he or she intends to participate.

Lastly—and most importantly—it seems highly appropriate to emphasize
that support for restorative measures “may continue beyond the timeframe set by
the judicial measure [...],” to enable “[...] those involved to finalize their approach”
But why attach the restorative measure to a judicial educational measure, given the
autonomy of the former? This possibility of extending the restorative measure (as
defined in Article L13-4 of the Cjpm) beyond judicial follow-up should now apply
to adults taken into account by the Probation services (Spip).

It is also important not to confuse “discussion groups” with “restorative
measures,” as suggested in Snepaps “Document de fond.” In this sense, the “Par-
rainages de désistance” (reserved for offenders only) or the “Parrainages de résil-
ience” (reserved for victims only) are simply discussion groups. Nor can an annual
meeting of these two discussion groups be considered a restorative measure. In-
deed, the fundamental principles of restorative justice—based on a rigorous meth-
odology and protocol, thorough preparation of potential participants by specially
trained facilitators, and the participation of volunteer community members where
appropriate—do not seem to be respected, particularly in view of the available
documentation.

Funding for restorative measure

To date, no specific budget has been earmarked. Although the benefits of restor-
ative measures are universally desired, their funding is drowned in more general
budgets, at the discretion of the authorizing officers. As a result, all departments
of the Ministry of Justice (“Protection judiciaire de la jeunesse,” “Administration
pénitentiaire,” “Aide aux victimes”) must make significant contributions. Insofar as
prevention and the judicial handling of criminal cases concern each of us citizens,
specific subsidies must be granted to the national organizations that implement
them throughout France (metropolitan and overseas). Other ministries should
be called upon to finance restorative justice (mainly Health, Solidarity, Interior,
Education, Youth and Culture), given the profound and varied repercussions of
crime, and the scientifically proven benefits of restorative justice."” How else can
we interpret the provisions of the Penitentiary Code, which came into force on
May 1, 2022, clearly and very appropriately enshrining restorative justice in its
preliminary title: “[...] The public prison service [...] contributes to the implemen-
tation of restorative justice measures [...]” (Art. L1, para. 3). In the same spirit, the
circular of March 15, 2023, states that “effective consideration of the victim is the
fourth objective of the reform of juvenile criminal justice” Of course, the “Guide
méthodologique. Justice restaurative” (Restorative Justice Methodology Guide)

10 C.Rossi, R. Cario, Les bienfaits, www.thyma.fr; See also the national surveys carried out by the IFJR
(www.justicerestaurative.org).
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offers financing options, but the promoters of restorative programs suffer in the
field from the hazards of obtaining concrete funding. The example of the budget-
ary circular of May 15, 2023, is particularly enlightening. While inviting the Pro-
tection judiciaire de la jeunesse, which has an additional budget of €24.7 million
at its disposal, to encourage, in particular, the development of restorative justice
services, it indicates in the dedicated credits available only reparation and medi-
ation measures (ME]). Yet the implementation of restorative measures requires
considerable human and financial resources. The confusion referred to above will
make arbitration tricky, to the detriment, no doubt, of restorative justice.

Is it coherent to leave each Service free to allocate funds to the measures
they intend to develop? Is it normal, for example, for the IFJR to be reduced to
appealing to the generosity of our fellow citizens through a participatory donation
campaign to open a branch in the North-West, where there is none? It’s incompre-
hensible that there should be such an inequality between France’s major regions.

In conclusion, it should be pointed out that the above observations in no way
overshadow the richness of the general provisions of the Code of Juvenile Crimi-
nal Justice, most of which are in line with the fundamental principles derived from
the spirit of the fine Ordinance of 1945. Nor do the remarkable missions carried
out by the actors of the Protection judiciaire de la jeunesse (Youth Judicial Protec-
tion). In this article, we have highlighted the highly damaging interpretations and
confusions that have arisen in the implementation of restorative justice in juvenile
criminal law. This essential innovation, contained in Article L13-4 of the Cjpm
and logically in line with Article 10-1 of the Cpp, nonetheless calls for a number
of remarks designed to support the development of restorative justice measures,
while respecting its philosophy and the measures it promotes.

From an institutional point of view, the creation of an independent Na-
tional structure is inevitable, along the lines of the “Fédérations socio-judiciaires”
(Citoyens et justice) or “Aide aux victims” (France-victimes), with equivalent
funding. The “Comité national de justice restaurative” (National Committee of
Restorative Justice) can in no way ensure this mission of consultation and harmo-
nization of programs with the “restorative justice referents” of the courts dedicated
to juveniles in delinquency situations and the Restorative Justice Services, which
remain wishful thinking to date. Made up of representatives of the Ministry of
Justice, it does not offer the necessary guarantees of independence, or even com-
petence in this particular field. The French Institute for Restorative Justice (IFJR)
is in a position to promote it. A pioneer in the rational introduction of restorative
justice throughout France for many years, it has also produced a large number of
documents on information and public awareness, as well as on the operationaliza-
tion of restorative measures: a model partnership agreement, training for facilita-
tors, a repository of practices, an implementation protocol, specifications for each
measure, a specific methodology, support and supervision of programs, national
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surveys, etc., most of which have been included in recent official documents. The
creation of a national structure of this kind will undoubtedly prevent most of the
abuses previously observed.

Enshrined in the law and definitively applicable, restorative justice must be
specially financed to meet the expectations of those for whom the penal response
is deemed insufficient, in view of the repercussions of the crime, which persist and
seriously affect the protagonists of the crime and/or their loved ones. This is all the
more true given the exponential growth in requests to participate in restorative
justice measures, spurred on by the media.

From this same institutional point of view, the proposal to benefit from this
right of access to restorative justice should be systematized prior to any prosecu-
tion. Following the example of many foreign legislations, such a practice would,
once the legal conditions have been met, eliminate the questions of “why” and
“how”” It would still be up to the competent magistrate to decide whether or not to
initiate public proceedings, whenever he or she deems it necessary.

From an operational point of view, in order to be rigorous—and not rigid
as some claim—and to avoid any revictimization of the protagonists of the en-
counter, the protocols established by the IFJR must be scrupulously respected.
This applies above all to the preparation of potential participants, whatever the
measure envisaged. In this sense, only a thorough preparation, according to a spe-
cific methodology, can offer the protagonists the genuine choice of whether or
not to consider the possibility of a restorative encounter. In fact, the restorative
program belongs to the participants alone, who decide whether to enter, remain
in (or leave) the program, and whether to hold the encounter face-to-face or by
other means (mail, telephone, video), in accordance with the conditions set out
in Article 10-1 Cpp (or L13-4 Cjpm). The multi-disciplinary support provided
by the animators (in the broadest sense of the term) then becomes the vector of a
potential path towards a horizon of appeasement,'! which differs according to the
initial expectations of those concerned. Realistically, however, many programs for
juvenile offenders underestimate the training required for facilitators, neglect the
preparation of potential participants, fail to respect the number of encounters, and
fail to involve voluntary community members in the measures that require them.
This is also true when it comes to adults.

Between 5 and 10% of the funding earmarked for restorative measures
should be earmarked for scientific, differential and longitudinal evaluation. It
is imperative that restorative encounters, whatever their nature, be evaluated
throughout their course, beyond their conclusion, in the light of a specially consti-
tuted control group. Only good and promising practices should be disseminated

11 V. P. Mbanzoulou, Les rencontres détenus-victimes, in Les cahiers de la sécurité et de la justice, op.
cit, p. 83 et seq.
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throughout the country, while those assessed as not corresponding either to the
restorative philosophy or to the methodology it presupposes should absolutely not
be renewed.

Restorative programs, available in a variety of forms, belong to the partici-
pants: the minor offender, the victim—whether a minor or an adult—as well as to
persons specially involved in one of the available measures (their respective rela-
tives and/or, where applicable, “trustworthy” persons, legal representatives). They
can be set up at any stage of the proceedings, including during the enforcement
of sentences, also in the event of dismissal, acquittal, discharge or prescription.
More generally, they should be activated in the event of any conflict, independent-
ly of any criminal judicial intervention. So how can we confuse adherence to an
obligation imposed by the judge on the minor offender, in the form of a judicial
educational measure (provisional or as a sanction) and voluntary, free choice and
informed participation in a restorative measure, whatever its nature, independent
of any judicial decision?

Without reverting to the legalistic interpretation of the law favored by ju-
rists, we need to apply the law in its entirety, and nothing but the law. Like all
the laws of the Republic, their application is imperative, not optional. However,
when it comes to restorative justice, it's important to go beyond the law, because
while dealing with the consequences (in the strict sense) of committing an offence
(punishment and compensation) is a matter for the competent criminal judge, the
repercussions, with no direct and immediate link to the facts, must be taken into
account by restorative justice, so that the work of justice can be accomplished, with
everyone convinced, as citizens of the Republic, that “it’s not because things are
difficult that we don't dare. It's because we don’t dare that they are difficult”* The
tremendous commitment of those working in the field who are involved of restor-
ative justice measures, without taking any time off from their main professional
activity, augurs well for the long-term success of restorative justice in our country.

12 V. Seneca, Letters to Lucilius (104, 26), Mille et une nuits Ed. p. 77.

51






International Journal on Criminology « Volume 11, Number 2 « Summer/Fall 2024

A Plea for the Systematization of Restorative
Justice for Juvenile Offenders

Juliette Gagneur '

ABSTRACT

There has been a rise in restorative justice practices since the second
half of the 20" century due in part to ineffective traditional justice
mechanisms. Notably, such measures have been successful in juve-
nile cases. In 2014 there came a turning point for the integration of
restorative justice measures in France, as this was the first time that
these measures were recognized within the French Code of Crim-
inal Procedure, Article 10-1. Through this new normative restor-
ative justice legal framework comes the advent of practices such as
mediation between the perpetrator and the victim, consent of all
parties involved, the acknowledgement of the facts and confiden-
tiality of exchanges (with several exceptions). These measures have
been shown to foster (particularly for juvenile perpetrators and vic-
tims) better communication, mutual understanding between the
perpetrator and victim and have helped to re-build the confidence
of victims, an important factor in the success of their future. Nev-
ertheless, improvements are still to be made. This includes the need
for ongoing training, experimentation, communication, evaluation
and support. Both financial support and support through the col-
laboration of all key players involved in restorative justice in France
are vital for the future success of restorative justice projects.

Keywords: Restorative justice, juvenile delinquency, criminal jus-
tice system, Protection Judiciaire de la Jeunesse, Code de la Justice
Pénale des Mineurs, mediation, victims’ rights, communication,
improved relationships

Un llamado a la sistematizacion de la justicia
restaurativa para menores infractores

RESUMEN

Ha habido un aumento en las practicas de justicia restaurativa des-
de la segunda mitad del siglo XX debido en parte a mecanismos de

1 Civil servant in the Ministry of Justice. V. La justice restaurative au bénéfice des mineurs : une utopie
en marche, Ed. CHarmattan, 2023, p. 135.
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justicia tradicionales ineficaces. En particular, estas medidas han
tenido éxito en casos de menores. En 2014 se produjo un punto de
inflexion para la integracion de las medidas de justicia restaurati-
va en Francia, ya que fue la primera vez que estas medidas fueron
reconocidas en el Codigo de Procedimiento Penal francés, articulo
10-1. A través de este nuevo marco juridico normativo de justicia
restaurativa llega el advenimiento de practicas como la mediacién
entre perpetrador y victima, el consentimiento de todas las partes
involucradas, el reconocimiento de los hechos y la confidencialidad
de los intercambios (con varias excepciones). Se ha demostrado que
estas medidas fomentan (particularmente para los perpetradores y
victimas juveniles) una mejor comunicacién y comprensiéon mutua
entre el perpetrador y la victima y han ayudado a reconstruir la
confianza de las victimas, un factor importante para el éxito de su
futuro. Sin embargo, atin quedan mejoras por hacer. Esto incluye la
necesidad de formacidn, experimentacion, comunicacion, evalua-
cién y apoyo continuos. Tanto el apoyo financiero como el apoyo a
través de la colaboracion de todos los actores clave involucrados en
la justicia restaurativa en Francia son vitales para el éxito futuro de
los proyectos de justicia restaurativa.

Palabras clave: Justicia restaurativa, delincuencia juvenil, sistema
de justicia penal, Protection Judiciaire de la Jeunesse, Code de la
Justice Pénale des Mineurs, mediacidn, derechos de las victimas,
comunicacién, mejora de las relaciones
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The Beginnings of Restorative Justice

estorative practices are ancestral. They can be found in all great civiliza-

tions. The State’s confiscation of penal responses to crime at the turn of

the first millennium, and successive colonizers™ attempts to destroy these
practices, have never led to their eradication. The crises experienced by most dem-
ocratic, massively repressive criminal justice systems encouraged their (re)discov-
ery in the second half of the 20™ century. In this sense, the best-known of the first
restorative experiments took place in 1974, in Kitchener, Ontario, Canada. It is a
prime example of the benefits that restorative justice could offer to all juveniles in
the Protection Judiciaire de la Jeunesse system. It involved two drunken teenagers
who, over the course of one night, vandalized 24 cars, 22 properties, a store, and
a church. The probation officer in charge of the case suggested to the judge the
possibility of the minors coming face to face with the victims of their numerous
misdeeds, so that they would acknowledge their responsibility, become aware of
the harm caused and make reparation for the acts committed.> The magistrate,
faced with the ineffectiveness of traditional justice in preventing recidivism, ac-
cepted the proposal. And so, the meeting between the two perpetrators and the
victims took place. It was not an easy experience for the teenagers. Nonetheless,
they made up for all the harm done to them by the victims, leading the judge to
sanction them with 18 months’ probation.

Years went by when, one day, Russ Kelly, one of the teenagers at the time,
attended a conference of a local association entitled Community Justice Initiatives.
During her speech, one of the associations’ members accurately recounted Russ
and his friend’s experience, noting that her team was looking to contact the two
authors on the occasion of the association’s 25" anniversary. Afterwards, Russ said:
“I was overwhelmed and my heart was pounding so hard I couldn’t take notes. Af-
ter much hesitation, I decided to say who I was. Twenty-eight years later, I chatted
with the probation officer in his office. This made such an impression on me that
I joined Community Justice Initiatives. Since then, I've been trained in mediation
and work for the association. My role is mainly to promote the philosophy of re-
storative justice [...] 'm not proud of what I've done. However, I am very proud of

2 GAILLY Philippe. Restorative Justice, 2011, pp. 135-136.
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what has come out of it. I am amazed that something so negative could result in
something so good, which has transformed many lives in a positive sense.

The Advent of a New Restorative Model in France

his initiative illustrates how juvenile justice can become one of the starting

points from which the full potential of restorative justice can flourish. In

France, following the first Rencontre Détenus-Victimes set up at the Maison
Centrale de Poissy in 2010 with the participation of Robert Cario as a community
member and Paul Mbanzoulou as a facilitator, the entry into force of the law of
August 15, 2014, marks a decisive new turning point for the integration of French
restorative justice. This new practice is, for the first time, officially recognized and
institutionalized within Article 10-1 of the Code of Criminal Procedure, in a sub-
title II, of the preliminary title of the general provisions of the Code of Criminal
Procedure entitled “De la justice restaurative..” This law applies to both adults and
minors. A restorative justice measure is defined as “any measure enabling a victim
as well as the perpetrator of an offence to participate actively [...] in repairing the
damage of any kind resulting from its commission.” In this sense, unlike the tra-
ditional criminal justice system, in which the protagonists are in a passive posture,
the restorative process, without encroaching on the magistrates’ competences with
regard to the consequences of the crime (sanction, compensation and enforcement
of sentences), offers them this possibility of actively participating in the regulation
of the repercussions that persist since the conflict of an offending nature. Restor-
ative justice measures thus involve, in the first instance, the victim and the perpe-
trator linked by the same offence, within the framework of “restorative mediation.”
But some measures also offer the possibility for the parties to invite their loved
ones and members of the community affected by the crime to “restorative confer-
ences.” Participation in a meeting place requires compliance with several essential,
non-negotiable conditions, since they guarantee respect for human rights.

The Normative Framework of Restorative Justice

irstly, “the requirement of acknowledgement of the facts™ is essential. Sec-
ondly, potential participants must be fully informed about the measure in
which they wish to engage, including how the process works, the guarantees
available to them, the possible consequences and also the positive effects and lim-
its of their potential participation.® Following this information phase, the partici-
pants’ consent to the restorative measure must be obtained. This step is essential,
as it demonstrates the participants’ willingness to commit to the process. However,

3 LECOMTE Jacques. The Multiple Effects of Restorative Justice, April 2014, p. 17.
4 LEGIFRANCE, Eod,loc.
5 CARIO Robert, Restorative Justice, 2022, p. 26.
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this consent can be revoked at any time, should one of the protagonists wish to
stop the process, with no effect on his or her situation. Thirdly, the presence of an
independent, multi-party third party is then required. The facilitator cannot be the
professional in charge of monitoring one of the participants. He or she is bound
by the principle of confidentiality. The training of this third party is imperative
and inevitable, and “such training cannot be improvised.” It provides solid disci-
plinary skills specific to the implementation of the process and the facilitation of
the restorative encounter. Restorative workshops’ must be organized systematical-
ly. During these exchanges, its role is to: “avoid any form of secondary victimiza-
tion of the parties concerned, instrumentalization of restorative justice measures,
or drifts in the assessment of the repercussions for the future and the possible ways
of taking them into account.”® Lastly, judicial control is a strict conformity control.
In other words, magistrates, in the name of the principle of confidentiality of the
restorative justice measure, cannot access information that explains in detail the
progress and content of the restorative measure.” For this reason, the facilitators
(in the broadest sense of the term) are not empowered to pass on information to
the judicial authorities, such as the parties’ position on the facts. Although the law
guarantees the confidentiality of exchanges, there are several exceptions. The first
is that the participants (the minor offender, the victim or one of the persons they
have appointed) can inform the judge responsible for the minor offender of their
participation in a restorative justice measure. In this way, it is possible to share
with the judge the beneficial effects of the restorative process on the minor’s own
family, educational, professional and criminal situation. The second exception
concerns educators working for the Protection Judiciaire de la Jeunesse, who have
civil servant status. Under Article 40, paragraph 2 of the Code of Criminal Pro-
cedure, they are required to notify the public prosecutor of any crime or offence
brought to their attention during the course of the restorative measure. However,
by virtue of article 434-1 of the French Penal Code, this obligation to denounce
also applies to all non-civil servants. This rule in no way excludes the principle of
confidentiality when restorative measures are implemented.

Restorative Justice for Minors in France

he new Juvenile Criminal Justice Code (Code de la Justice Pénale des Mi-
neurs, CJPM), which came into force on September 30, 2021, establishes
restorative justice as one of its main emblems through the creation of article

CARIO Robert, Ibid.
CHARBONNEAU Serge, ROSSI Catherine, La médiation relationnelle. Ed. UHarmattan, 2020, p. 90.
CARIO Robert, Ibid.

The exception would be, on the one hand, in cases where the parties themselves wish to inform the
magistrate, and on the other hand, in cases where “a higher interest linked to the need to prevent or
repress offences that have been committed, are in the process of being committed or are about to be
committed and present a danger to people,” CARIO Robert, Restorative Justice, 2022, pp. 93, 169.
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L13-4 within the Preliminary Title. This stipulates that “restorative justice may be
proposed to the victim and the perpetrator of the offence, in accordance with Ar-
ticle 10-1 of the Code of Criminal Procedure, on the occasion of any proceedings
concerning a minor and at all stages thereof, including during the enforcement of
the sentence, provided that the facts have been acknowledged.” The discernment
and maturity of the minor must be established beforehand, and the parents’ agree-
ment is in principle required."

Following on from this article, the juvenile criminal justice code is en-
riched by giving a more prominent place to victims, by reinforcing their rights.
For example, victims will be able to claim compensation more quickly and receive
greater consideration before, during and after their criminal trial. New legisla-
tive provisions have been incorporated under the heading of “judicial educational
measures’: mediation, for example, makes it possible to “establish or re-establish
dialogue and calm relations. It seeks a resolution to the dispute arising from the
commission of the offence but does not aim to provide financial compensation for
the damage caused.”"!

Under no circumstances can restorative measures be ordered by a magis-
trate. If the victim wishes to become involved with the minor offender in a restor-
ative justice measure, he or she must be referred to specially trained educators.
It is important to carefully select the restorative justice measures best suited to
the needs of minors, such as restorative conferencing and restorative mediation.'?
However, the final choice depends on the will of the participants and not on the
wishes of the practitioners. It is worth defining them briefly.

Restorative mediation builds on the achievements of the first victim-of-
fender mediation, which was tried out in the early 1970s in Kitchener, Ontario,
Canada, but is not ordered by a magistrate. However, it is more structured and
professionalized. It involves a voluntary meeting between the victim and the per-
petrator of a serious offence, in the presence of a mediator. In this way, the parties
can discuss the repercussions of the conflict and work together to find solutions
that will enable them to resolve it.

Restorative conferencing is inspired by the “Whanau” practices of the Wag-
ga Maoris in Australia and New Zealand, and by the Polynesians of the Pacific
Islands. These indigenous peoples attach great importance to the role of the family
in regulating offences committed by minors. These conferences can be found in
Australia, the United States, Canada, Northern Ireland, the United Kingdom, and

10 V. Contra, CARIO Robert, Droit pénal des mineurs et justice restaurative : des interprétations et des
confusions trés dommageables, In Petites Affiches, 2024-1, pp. 30-38.

11 Référentiel des pratiques éducatives de la Protection Judiciaire de la Jeunesse (Ministry of Justice
SG/DICOM), 2022.

12 Prisoner/convict-victim meetings, extra-judicial restorative circles or restorative circles are also ap-
Opropriate.

58


https://www.legifrance.gouv.fr/affichCodeArticle.do?cidTexte=LEGITEXT000006071154&idArticle=LEGIARTI000024458888&dateTexte=&categorieLien=cid

A Plea for the Systematization of Restorative Justice for Juvenile Offenders

Belgium. They are aimed at both minors and adults, particularly in the context of
family disputes. They involve the perpetrator, the victim and their families. But
they can also bring together all those with an interest in resolving the conflict.
Given the large number of participants (from ten to twenty people), they can be
likened to extended restorative mediation.

Potential and Benefits of the Restorative Approach for Minors

he participation of juvenile offenders and victims (and their families and/or

close relations, any trusted persons, or even community members in pris-

oner/offender-victim encounters) in a restorative justice measure enables
them to re-establish communication that has been broken off by their problem-
atic situation. The restorative workshops (preparation of the participants) and/
or the plenary meeting are opportunities for them to exchange ideas once again,
thus fostering mutual understanding in an attempt to resolve, in a differentiated
way, the repercussions of the offence committed/submitted (mainly of an intimate,
family, cultural and/or social nature), in order to live better in the future. They
thus leave to the judicial authorities the settlement of the penal consequences of
the offence (punishment and compensation), which are focused on the part of
the person at fault. In restorative conferencing, for example, participants can be
supported throughout the process by trusted persons of their choice. When they
reach an agreement, they feel a strong sense of satisfaction, having co-construct-
ed and found the practical means of regulating their conflict themselves. They
feel they have been treated fairly, which increases their sense that justice has been
done fairly. These measures can help to re-establish a peaceful relationship. More
generally, this relational reparation helps to rebuild the social fabric, restoring the
victim’s confidence in the future, while the perpetrator, empowered, (re)finds his
or her place in society.

Reflections and New Proposals for an Ideal Juvenile Justice System

his new legal framework is the cornerstone and compass for those involved

in juvenile justice, as it enables them to better appropriate and dissociate

the principles, objectives and aims of each of these measures. Nevertheless,
there is still a need for further reflection and debate, both legally and institution-
ally, on the place of restorative justice within the juvenile justice system, and on
the reference framework governing these educational practices. At present, an im-
broglio persists, linked to the fact that restorative justice is only defined within the
reparation module of the judicial educational measure, despite the very relevant
presence of the comparative table between the reparation, mediation and restor-
ative justice measures. Moreover, the mediation measure is characterized as “an
educational and restorative approach” As a result, it is essential that it be given

13 Référentiel des pratiques éducatives de la Protection Judiciaire de la Jeunesse (Ministry of Justice
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its rightful place in article L13-4 of the CJPM. Restorative justice measures are
autonomous from mediation and reparation under article L112-8, and do not con-
stitute a procedural act. In the same vein, it would be necessary to clearly specity
the protocol to be followed by restorative justice facilitators within establishments
and services wishing to implement such measures. Such an initiative could avoid
confusion for all those involved in juvenile justice.

The work of restorative justice can only continue to flourish and become
sustainable through an ongoing process of training, experimentation, commu-
nication' and evaluation. This far-reaching transformation of practices cannot
succeed without considerable support from all those involved in the Ministry of
Justice, and without eminent institutional support at all levels. The Protection Ju-
diciaire de la Jeunesse guidance note dated September 30, 2014, stresses the inter-
est for interregional and territorial Directorates to create and drive new modalities
by involving the minor (and his or her family) more in the decision-making pro-
cess in order to make him or her a player in his or her care. To achieve this, they
must help to diversify the innovative educational responses available to minors as
they progress through the system, in particular through the individualization and
adaptability of their care, an essential guarantee of its quality. They also play a key
role in public policies for minors in the fields of health, delinquency prevention
and child protection. Restorative justice is fully in line with the guiding principles
so dear to the Direction de la Protection Judiciaire de la Jeunesse. What’s more,
the experiments that have been carried out and those still to come should enable
us to go even further in the light of the latest evaluation report drawn up by the
Department of Evaluation, Research and Control in February 2022.

For all these reasons, the allocation of financial, human and material re-
sources dedicated to the deployment of restorative justice to each PJ]J establish-
ment and service should be urgently enacted. Without these ambitious transpo-
sition and awareness procedures for all the key players in the beating heart of the
Ministry of Justice (who define the doctrine and the allocated budgets), the imple-
mentation and acculturation of this new restorative paradigm will unfortunately
be very long and slow.

These new restorative projects will not be possible without the pursuit of
collective reflection and solid multi-partner, transdisciplinary and inter-institu-
tional coordination and collaboration with, in particular, the courts, bar associa-
tions, restorative justice associations, victim support associations, the authorized
associative sector, the national education system, the police, the gendarmerie, and

SG/DICOM), 2022, pp. 93, 169.

14 Tt includes the right to information for victims and perpetrators, such as the creation of information
leaflets on RJ and its inclusion in the welcome booklet for users, R] awareness days created each year
by the DIR, DT, PJJ services and establishments, film-debates, a time for talking scheduled within
the civic training course, essentially.

60



A Plea for the Systematization of Restorative Justice for Juvenile Offenders

members of the community. This wonderful synergy should enable the creation
of new inter-regional and/or territorial steering committees and project groups
within the establishments and services that are committed on a daily basis to
highlighting and developing new practices and innovative resources within their
territory. In the long term, this collective effort could lead to the creation of au-
tonomous services dedicated to restorative justice, with educators becoming R]
mediators-facilitators for better care of victims and perpetrators.
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ABSTRACT

Since the question of the compatibility of the secret exercise of in-
telligence services with the rule of law cannot be resolved by re-
course to public policies and legal frameworks alone, we need to
ask ourselves how secrecy is defined in politics. A detour into the
theories of the raison d’Etat allows us to measure what separates us
from the baroque state, but also in what way the latter can instruct
us on the meaning of secrecy. We can thus show that, in the liberal
state, secrecy can be apprehended neither through the paradigm of
visibility, nor only through that of temporality. Nothing, therefore,
dispenses us from a common political reflection on the common
interest in choosing the targets of the state’s secret surveillance.

Keywords: rule of law, reason of state, intelligence, secrecy, securi-
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La actividad secreta del Estado, de la
raison d’état al Estado de derecho

RESUMEN

Dado que la cuestion de la compatibilidad del ejercicio secreto
de los servicios de inteligencia con el estado de derecho no puede
resolverse recurriendo unicamente a politicas publicas y marcos
legales, debemos preguntarnos cémo se define el secreto en poli-
tica. Un rodeo por las teorias de la razén de Estado nos permite
medir lo que nos separa del Estado barroco, pero también de qué
manera éste puede instruirnos sobre el significado del secreto. Po-
demos asi mostrar que, en el Estado liberal, el secreto no puede ser
comprendido ni a través del paradigma de la visibilidad, ni sdlo a
través del de la temporalidad. Por lo tanto, nada nos dispensa de
una reflexion politica comun sobre el interés comun en elegir los
objetivos de la vigilancia secreta del Estado.

Palabras clave: estado de derecho, razén de Estado, inteligencia,
secreto, seguridad, vigilancia
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hat the rule of law does not exclude the use of intelligence activities as a

matter of principle seems to be demonstrated by the state of war. As soon as

a democracy or republican state is threatened, it finds itself, like any other
state,” having to defend itself. As Clausewitz puts it, in a state of war, intelligence
is not just an auxiliary technique, but a foundation: “the foundation on which our
own ideas and actions are built.” It was not without reason that in 2013, following
Edward Snowden’s revelations of secret U.S. surveillance programs targeting Eu-
ropean politicians, there was outrage at inadmissible practices between allies, i.e.,
permissible between enemies.*

Yet we seem to be coming up against a possible internal contradiction in the
rule of law. While the liberal state is, from the outset, a state defined by the limits
of its action,’ in their mutual relations, states are like powers in relation to each
other. The liberal state limits its power but must remain a power. The solution of

2 Here, I adopt the post-World War II understanding of the rule of law as a legal order dedicated to
the protection of rights and freedoms. The notion is therefore not axiologically neutral, but on the
contrary, in this sense, the rule of law is virtually synonymous with the liberal state. In the words
of Jacques Chevallier: “CEtat de droit nest pas T'Etat de m'importe quel droit™ (LEtat de droit, 7°™
edition, LGD], 2023, p. 8).

3 Carl von Clausewitz, On War (1832-1834), 1** part, I, I, 6, trans. D. Naville, Minuit, 1955, p. 107.
Martin Untersinger and Damien Leloup, “Comment des dirigeants européens, dont Angela Merkel,
ont été espionnés par la NSA depuis le Danemark,” Le Monde, May 30, 2021 https://www.lemonde.
fr/pixels/article/2021/05/30/comment-des-dirigeants-europeens-ont-ete-espionnes-par-la-nsa-
depuis-le-danemark_6082102_4408996.html.

5  Wilhelm von Humboldt, Essay on the Limits of State Action (1972), trans. H. Chrétien (1867), Les
belles lettres, 2004, John Stuart Mill, De la liberté, (1859), trans. L. Lenglet, Gallimard, coll. “folio,”
Michel Foucault, Naissance de la biopolitique, Cours au collége de France, 1978-1979, Gallimard
-Seuil, 2004, lessons 1 and 2.
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limiting the power of the state in internal affairs in order to develop it in external
affairs is rendered futile by the existence of spies of opposing external powers liv-
ing clandestinely in society. Intelligence services are needed to track the surveil-
lance activities of external powers internally. But then, the form of government of
a state (democracy, monarchy, or mixed regime) and the fact that it is governed by
laws aimed at the general interest or by the particular interest of a man or a caste
apparently makes no difference to intelligence activity. While not incompatible
with the rule of law, intelligence activity does not appear to be bound to it by any
link of essence. On the contrary, it is in some ways a “trans-constitutional” spec-
ificity. There would be no such thing as double agents and spies if, on either side
of the rule of law, we were dealing with fundamentally different professions. If
democracy requires that we sometimes take up arms for them, and that, in order
to use them, we know more or less how to target them thanks to verified infor-
mation, then, without waiting for a state of war, halfway between diplomacy and
war, it seems in keeping with the rule of law that there should exist what is com-
monly called a “third way,” that of intelligence. In this way, liberal states monitor
the populations of states that are neither entirely enemies—and sometimes even
diplomatic friends—nor entirely friends, since they have potentially divergent in-
terests. The concept of national security is the instrument used to legitimize intel-
ligence within the rule of law.

This principle, formally defined by the concept of national security, does
not, however, resolve the tension inherent in the rule of law when it takes this
“third path.” It’s difficult to draw a line between the uncomplicated raison d’Etat,
which doesn’t shy away from circular reasoning by assuring the world’s citizens
that they are not being watched unless they pose a threat to national security (but
you have to watch them to find out), and compliance with the rule of law, which is
based on the liberal values formulated by Benjamin Constant, of an intolerance of
the individual, independent in his or her private life, to state surveillance of his or
her deeds.® The secret dimension of intelligence is particularly problematic. Apart
from any scandals or “dirty tricks,” the mere fact of carrying out surveillance, even
as close as possible to open sources, is a matter of secrecy, since the interest in the
object under surveillance is concealed. Putting intelligence activities into public
policy, which is the solution adopted by public authorities in liberal democracies
to reconcile the rule of law and intelligence, comes up against the problem of
secrecy. We can integrate the so-called secret services into the ordinary workings
of the State and consider their agents to be civil servants like any others, but we
cannot overcome the fantastical dimension of espionage, as well as its reality. The
term espionage may be rejected by intelligence specialists, but it has the advantage
of designating secret surveillance and clandestine actions. Of course, to speak of
intelligence and not espionage is not just a change of vocabulary but implies a

6  Benjamin Constant, “De la liberté des anciens comparée a celle des modernes” (1819), Ecrits, Gal-
limard, “folio” series, pp. 594-595.
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genuine transformation in the status and processing of information, while sober-
ing up those who seek the thrill of transgression through covert action.” Neverthe-
less, the trivialization of intelligence as an ordinary function of the State overlooks
its specificity, which inevitably contains a degree of secrecy. In his doctoral thesis
in political science, Benjamin Oudet showed that “intelligence remains a special
object in terms of its aims and the—secret—instruments it uses.” ® The fact that
the secret services are not secret, and that the recruitment and assessment of se-
cret agents obey public and well-known procedures, does not mean that we can
reduce the place of secrecy in the intelligence business, quite simply because it is
constitutive of this work.

This being the case, respect for the rule of law is not self-evident. By defini-
tion, framing clandestine activities by law represents a challenge for the rule of law.
The aim of this article is to go beyond the reasons often given for taking up this
challenge. Indeed, if the problem is so robust, it is not only for ideological reasons
(restraint on the part of certain political parties), or technical reasons (difficulties
in implementing control of an opaque zone), but for philosophical reasons that
have to do with the definition of secrecy. The aim is to show that a paradigm shift
is needed to understand secrecy, by looking for paradoxical lessons to be learned
from the thinkers of raison d’Etat. The transposition of Baroque thinking on secre-
cy to the French republican culture of the rule of law may give rise to a reflection
not on the legitimacy of the secret aims of the state, but on the conformity or oth-
erwise of the secret aims of the state to institutional legitimacy.

A Secret is Nothing Hidden, from the Paradigm of Visibility to
that of Encryption

ooking for lessons on secrecy in the French absolutist tradition could lead us
to believe that we are giving credence to the idea of a violent state fund. In
the name of political realism, we would resign ourselves, more or less cyni-
cally, to these “great blows of authority” whose end Montesquieu had already fore-
seen.” On the contrary, we must treat the baroque state as we would the repressed

7 For Olivier Chopin, “espionage and intelligence are not exactly synonymous.” While they designate
a similar activity (the extraction of information), their historical depth is not the same. While es-
pionage can be considered to have existed as soon as there was state power, as far back as antiquity
in Egypt and China, intelligence dates back to the modern state, from the 17" century in Europe.
In a way, it is “institutionalized, rationalized and bureaucratized espionage,” Olivier Chopin, entry
“Renseignement,” in Benoit Durieux, Jeangene Vilmer, Frédéric Ramel, Dictionnaire de la guerre et
de la paix, PUF, coll. “Quadrige,” 2017, p. 1175.

8  Benjamin Oudet, Dune “stratégie” a une “politique publique” de renseignement, Changement et tra-
jectoire de réformes en France. 1989-2020, thesis for the doctorate in political science directed by
Jean-Vincent Holeindre and Yves Surel, defended at the University of Poitiers, December 17, 2021,
p. 503.

9  Montesquieu, De lesprit des lois (1648), vol. I, XXI, 20, Flammarion, coll. “GE’ p. 64.
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in a psychoanalytic treatment, as knowledge whose meaning must be interpreted
to become compatible with present reality.

From the absolute monarchy of Louis XIII to Joseph Fouchés Ministry of
Police under the First Empire, State secrecy was conceived in reference to Machi-
avelli. To account for this, it seems necessary to return to the original meaning of
raison d’Etat, which refers not to the art of governing the population, but to that of
safeguarding the State. It develops from the 17" century onwards from the reading
of Machiavelli and the interpretations of his texts—himself not using the term
raison d’Etat—Dby Richelieu, Mazarin, or Louis XIV." In this tradition, Mazarin’s li-
brarian Gabriel Naudé, a good connoisseur of Machiavelli, particularly elaborated
the notion of secrecy in Considérations sur les coups détat in 1639. Although Louis
XIV created the first police force in 1667 with absolutism in mind, secret surveil-
lance was aimed more at what Machiavelli called the “Great Ones.” According to
Machiavelli, they alone had the power to hatch conspiracies: “It is of these that the
prince must guard himself, and fear them as if they were declared enemies, for
always, in adversity, they will contribute to his ruin”"' For Louis XVI, the Fronde
was indeed the greatest of evils.

For Naudé, the question of secrecy is linked to a theory of state action based
on necessity,'* a notion central to Machiavelli. For him, recourse to secrecy is not
a transgression. Anything that contravenes common morality is considered trans-
gressive. However, in accordance with Machiavellian teaching, “the justice, virtue
and probity of the sovereign travels differently from that of private individuals; it
has wider and freer paths”"® The freedom we're talking about here means acting
without waiting for the verdict of the judicial institution, by striking the factious.
Such a coup—a coup not against the state, but of the state—must remain secret. A
coup détat is the decision by which a prince decides a question. To prepare for it, it
is necessary to spy and conceal, to “set up secret practices and intelligences'* But
to remain consistent with a theory of political action, we need to stop thinking of
secrecy in the same way. Secret information is not a hidden object, locked away
in a chest or fortress, as Gabriel Naudé puts it, referring to the two etymologies of
arcanum (“arx” fortress, “arca” chest).'®

To identity “secretum” and “arcanum” is to refer solely to the paradigm
of visibility. What the Baroque state teaches us is that secrecy should not be un-

10 FEtienne Thuau, Raison d’Etat et pensée politique & [époque de Richelieu, Paris, Armand Colin, 1966,
republished by Albin Michel, coll. “Bibliothéque de I¢volution de 'humanité,” 2000; Michel Senel-
lart, Machiavellianism and the Reason of State, Paris, PUEF, coll. “Philosophies,” 1989.

11 Nicolas Machiavelli, The Prince, (1513), Chapter 9, trans. T. Ménissier, Hatier, 1999, p. 47.

12 Marina Marietti, Machiavelli, le penseur de la nécessité, Payot, 2009.

13 Gabriel Naudé, Considérations politiques sur les coups d’Etat (1639), Editions de Paris, 1988, p. 88.
14 Ibid, p. 89.

15 Ibid. p. 90.
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derstood in the categories of visibility, since visibility authorizes shadow plays,
illusions and false pretenses that unmask while masking, and mask while show-
ing.'® Secrecy, then, does not refer to what is hidden from view, but to what is in
front of our eyes without our being able to understand it. A theory of secrecy that
would justify secrecy by attempting to formulate the rules for its proper political
use would inevitably enter into contradiction with itself and would opacify the
question of secrecy instead of making it clear. Secrecy cannot be brought to light
because it is not a shadow.

If the paradigm of state secrecy cannot be that of visibility, it is because it
concerns language itself. In his reading of Gabriel Naudé, Michel Senellart notes
that the real hiding place of state action is in writing, and that it is sealed by code.
He recalls the practice of the king’s seal, which enabled the king to send secret
letters'’ as early as the end of the 13" century, as well as the rise of cryptography in
the 17" century. In his view, cryptography is the paradigm for the concealment of
court treatises by Baltasar Gracian or Cardinal de Mazarin. A secret is not revealed
but deciphered. To lift the veil on a secret, like pulling an object from a chest, is
to leave the enigma of its meaning unresolved. Politics is a symbolic universe. The
prince needs secretaries who decipher and encrypt.

But if secrecy is nothing hidden, and if we have to move from the paradigm
of visibility to the paradigm of language, then the secret of politics ultimately lies
in the lability of human desires. For this reason, every state is precarious, and the
source of its fragile stability lies in the state’s secret moves. To explain this idea,
which is in line with Machiavelli’s philosophy, Naudé conjures up the image of a
hidden spring, as the Nile was at the time: “[F]or just as the peoples neighboring
its source drew a thousand conveniences from it without having any knowledge
of its origin, so must the peoples admire the happy effects of these master strokes
without knowing anything about their causes and various springs.”*® If this is the
case, secrecy must be understood within the framework of political action, namely
temporality.

The Secret: Extra Time

he theory of raison d’Etat, a thought that has been suppressed in the politics
of the rule of law—in France at least—contains useful lessons for under-
standing state secrecy, by pointing us in the direction of a solution other
than transparency. In the rule of law, controlling the secret dimension of intelli-
gence activity is often expressed in terms of the quest for transparency. But if we

16 Louis Marin, “Pour une théorie baroque de l'action politique,” preface to Considérations politiques
sur les coups d’Etat, by Gabriel Naudé, Editions de Paris, 1988.

17 Michel Senellart, Les arts de gouverner, Du regimen médiéval au concept de gouvernement, Seuil,
1995, p. 255.

18 Gabriel Naudé, Considérations politiques sur les coups détat, Op. cit. p. 90-91.
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follow Naudé, the imperative of transparency condemns us to a mise en abyme,
like the painted vaults of Baroque chapels that imitate celestial clarity to infinity.
Transparency cloaks secrecy in a veil that becomes ever more opaque as the pro-
cedures for concealing it progress. How better to conceal the secret activity of the
state than by making people believe that there’s nothing to see? Transparency is the
best cover for secrecy. The paradigm of visibility is particularly inoperative today,
when more and more open information is available to those who plan clandestine
action, and when secret state action is the subject of much debate. This paradox is
underlined by Olivier Chopin and Benjamin Oudet, who show that it is even “one
of the best-documented dimensions of the literature on intelligence.”" This doesn’t
mean that secrecy doesn’t exist, but that we need to move beyond the problem of
the visible and the invisible in order to grasp it.

If what remains encrypted in political action lies in the circumstances that
frame it, and if the secrecy of the state is in fact no more than an attempt to estab-
lish a little stability in the general instability of human affairs, then it is within the
framework of temporality that we must examine the compatibility of the secret
dimension of politics with the rule of law. The power of secrecy lies in its rela-
tionship with time. According to the Latin etymology of “secretus,” what is secret
is what is set aside. Before being a ruse or a calculation, secrecy is embedded in a
series of means and ends. Intelligence work resists transparency because all action
is a process. The need for opacity is redoubled in the case of intelligence services
by the fact that the process is strategic. This is the conclusion reached by Jean-Paul
Brodeur in his analysis of the high police: “Insofar as human practice is ordered by
ends, it is embodied in the form of a strategy for which opacity and ambiguity are
a deliberately sought-after and maintained dimension*

In the case of intelligence, the strategy is to prevent acts intended to destroy
the company or one of its parts. Since the early 2000s, the risks run by companies
targeted by jihadist terrorism have highlighted this dimension of secrecy. Whether
we're talking about the World Trade Center in New York in 2001 or the Bataclan in
Paris in 2015, the question is always whether the attacks could have been known
“before” the act was carried out. When the act is carried out, the temporal margin
of secrecy is on the side of the attackers; when it is thwarted, the secret services
gain the time they need to achieve the desired ends, by thwarting the planned
attack, for the least controversial ends, or by resorting to targeted eliminations.*'
Power relationships are always temporal. This is particularly true of covert state
action. The clandestine activities of the secret services are designed to give state

19 Olivier Chopin and Benjamin Oudet, Renseignement et sécurité, Armand Colin, 2016, 2°™ ed. 2019,
p. 137.

20 Jean-Paul Brodeur, Les visages de la police, Montreal, Presses de I'Université de Montréal, 2003, p.
33.

21 Jean-Baptiste Jeangeéne Vilmer, “Are targeted eliminations legal?” Défense & Sécurité Internationale,
special issue no. 47, April-May 2016, pp. 60-62.
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action extra time. The power of secrecy lies in the extra time it gives us to act with-
out obstacle, by deception, and without having to use force.? Secrecy protects this
advance.

From this point of view, secrecy is merely a temporal technical clause re-
quired by the art of governing. To govern, therefore, we need to know, as knowl-
edge is used to predict. If intelligence, particularly political intelligence, is used to
govern, it seems to be in the name of the idea that to govern is, above all, to fore-
see. Intelligence is not simply information, but information that teaches someone
something, without being reduced to mere teaching, since it is linked to action,
subordinate to it, or involved in it, “targeted.” This is the challenge of analysis in
the intelligence cycle.” Collecting information is not enough; analyzed informa-
tion is useful for and through political action. If covert action is feared, it’s because
the opposite is also true: anticipating and foreseeing is the same as governing. The
point of placing recourse to secrecy within the framework of-necessary foresight of
the act of governing is certainly to rid political decision-making of the suspicion of
raison d’Etat. By taking the logic of predictability to its logical conclusion, calcu-
lation gradually loses its sense of stratagem and takes on that of foresight. In this
way, it could truly serve as an aid to political decision-making and earn its name as
the “political science of state secrecy’* But that’s without taking into account the
fact that the demand for intelligence is never indeterminate. It always responds to
a problem. Like any request, the demand for intelligence is apt to get carried away.
A demand is never satisfied, but always wants more, and the demand for informa-
tion is no exception to the rule.

The real advantage of thinking of secrecy as a temporal modality of state
action is that it makes control easier. On the one hand, many state secrets dissipate
of their own accord once the need for concealment has disappeared. The truth of
a state secret is not known until much later, but it is known. Honoré de Balzac’s
novel Une ténébreuse affaire (1841) closes with such a remark. The novelist doesn’t
explain how the secret of the plot hatched by the deputies of Napoleon’s Minister
of Police, Joseph Fouché, is dispelled, the important thing being to understand
that Corentin and Peyrade are eventually unmasked ... by the passage of time.
Time makes secrets, but it also undoes them. Yet you can’t always count on it.
Some secrets last longer than necessary, even when they are not kept quiet, be-

22 Jean-Vincent Holeindre, La ruse et la force, Une autre histoire de la stratégie, Perrin, 2017.

23 Traditionally, there were three stages in the production of intelligence (gathering information, ana-
lyzing its veracity, and assessing its usefulness). Fouché already mentioned them in his letter to the
prefects of March 31, 1815. Today, under the influence of American historian Sherman Kent, the
idea has become more complex (Olivier Chopin and Benjamin Oudet, Renseignement et sécurité,
op. cit. 49-53). We can see that the “cycle” begins with a demand from political decision-makers,
and that this demand is constantly rekindled by the dissemination of intelligence gathered, then
processed and analyzed—hence the cycle.

24 Alain Dewerpe, Espion, Une anthropologie historique du secret d’Etat contemporain, Gallimard,
1994, p. 223.
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cause they conceal clandestine action on the bangs of legality, or because crimes
have been covered up. Some secrets never dissipate. This is the case when those
involved take the secret with them to their deaths. For example, the kidnapping of
Moroccan left-wing leader Mehdi Ben Barka on French territory on October 29,
1965, probably with the complicity of a French secret service informer, and the
manipulative use of two police officers from the Prefecture de Police, will most
likely remain unresolved.*

In matters of state that require the use of a temporal margin of secrecy, the
solution adopted by the rule of law is to legislate on the duration of secrecy. When
secrecy has become unnecessary, secret information can be declassified. In the case
of human intelligence, classification periods take into account the need to protect
sources. It must be possible to adjust the declassification period for secret infor-
mation to the specific nature of clandestine action.?® This solution is not without
its drawbacks either, as declassification can occur at a time when the values that
governed covert action are no longer recognized. John Le Carré’s 2017 fiction, The
Legacy of Spies, depicts the democratic reckoning of a loyal and competent British
secret service agent who was responsible for clandestine agents in East Germany.
Fifty years after the death of one of them, after the fall of the Berlin Wall and the
end of the Cold War, the sacrifice of human lives in the fight against communist
regimes seems incomprehensible.”

The paradigm of temporality no more blunts the fascinating power of se-
crecy than that of visibility. The fantasy of espionage is not just the metaphor of
the eye that sees the invisible, but of a truncated truth that presents itself as a
narrative to be reconstituted in its temporal unfolding. This is how Foucault inter-
prets Sophocles’ (Edipe-Roi, the first known thriller, according to Régis Messac.”®
The fortune-teller Tiresias is one step ahead of Oedipus. He knows the secret and
launches the investigation, revealing that he is the cause of Thebes’ misfortune. In-
formation is given in “halves,” forcing us to retrace the course of the story, to seek
out the agents of the secret action (notably the servant charged with abandoning
Oedipus), witnesses (the shepherd who finds him and entrusts him to the king of
Corinth). Foucault points out that the logic of the investigation corresponds to the
workings of the Greek sumbolon, the tessera which is divided into two halves.”
Crypto-history, or the reading of history in terms of plots and conspiracies, is
based on the belief that we can find the other half of the truth by going from

25 Bernard Violet, Laffaire Ben Barka, Fayard, 1991, republished in the “Points” series.

26 Jean-Claude Cousseran and Philippe Hayez, Nouvelles lecons sur le renseignement, Odile Jacob,
2015, reprinted 2021, p. 385.

27 John Le Carré, Legacy of Spies (2017), trans. I. Perrin, Seuil, 2018.

28 Régis Messac, Le Detectiv Novel et la naissance de la pensée scientifique, Honoré Champion, 1929,
p- 50.

29 Michel Foucault, “La vérité et les formes juridiques” (1974), Dits et Ecrits, texte 139, Gallimard-Seuil,
11, p. 560.

71



International Journal on Criminology

question to question. In the belief in conspiracies, any ignorance of the causes is
blamed on a secret plot. After major attacks, conspiracy-mongering is always the
order of the day. The secret services are the prime target of conspiracy beliefs, as
if they contained the truth of politics, as if we could unify what always appears in
incomplete and fragmented form. Our inability to symbolize power leads us to be-
lieve in an artificial factory of politics, rather than in the indeterminacy of action
and the impossible mastery of politics.*® Explanation through secrecy is driven by
a desire to find meaning, in a totalizing, all-encompassing and closed way, where-
as in the real world, we are dealing above all with the failure of meaning. Where
there are real enigmas and hard-to-understand stories, the conspiracist asserts his
ability to provide an explanation. Conspiracy thinking expresses a need to believe
in a timeline, as if everything that happens were predictable. It’s a kind of retro-
spective anticipation. It’s astonishing to see the emptiness of secrecy, that missing
part thats always cut in half, become a higher principle of explanation. This is not
to say that there is no real conspiracy, or that we should denounce conspiracies
without understanding their logic. As Michel Dobry has shown, we can disagree
with “conspiratorial representations of social life,” while taking their existence into
account in order to explain them.* There are two possible explanations. Firstly,
when we can’t symbolize, the imaginary takes over. The imaginary of power, in
its belief in widespread conspiracies, rejects the emptiness inherent in politics.
This is why it is part of the discourse of authoritarian political parties, which envy
the power of secrecy insofar as it seems to them to be the prerogative of a strong
state, the antithesis of the rule of law. Secondly, living in an emergency mode of
temporality, which is currently the preferred mode,* encourages the belief in the
existence of conspiracies and undermines the rule of law. Secret action is special
action, part of the most accidental course of events. In Baroque thought, the coup
détat was always justified by the urgency to act. Urgency always presents itself as
a lack of time. Even in the rule of law, when there is urgency, secrecy is required,
because it is the only corrective to the absence of time. Secrecy gives back time to
those who have none.

Secrecy both protects us and threatens us. In temporal terms, secrecy is a
condition of kairos, of the right moment to act. It protects us when we ourselves
must remain secret. The secrecy of sources in journalism, the secrecy of investi-
gations during legal proceedings, the protection of the identity of those who have
given evidence in criminal or terrorist cases show us that secrecy is not reserved

30 Heéléne LHeuillet, “Le renseignement ou I'impossible maitrise de la politique,” Les cahiers de la
sécurité intérieure, issue 30, fourth quarter 1997, pp. 103-118.

31 Michel Dobry, “Le renseignement dans les démocraties occidentales. Quelques pistes pour I'identi-
fication d’un objet flou,” Les Cahiers de la sécurité intérieure, issue 30, fourth quarter 1997, p. 62.

32 Rosa, Hartmut. Accélération, Une critique sociale du temps, translated from the German by Didier
Renault, Paris, La découverte, 2010; Christophe Bouton, Le Temps de l'urgence, Paris, Le Bord de
leau, 2013.
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for the monarchy, that it is not anti-democratic, but is a condition of both state
and personal action. Yet we are also the secret hostages of those who keep secrets
from us.

If the respective paradigms of visibility and temporality are equally incapa-
ble of fully resolving the question of the compatibility of secret action with the rule
of law, all that remains is to attempt to define the place of secrecy in the politics of
the liberal state. This means defining the limits of permissible secrecy and those of
abuses of power that are intolerable under the rule of law. Insofar as the collection
and analysis of information required for intelligence work is based on surveillance,
the question becomes who can and must be monitored in the liberal state.

Limits to State Surveillance under the Rule of Law

he question of surveillance has taken on a new urgency today, thanks to the

possibilities offered by digital technologies, as if the program prescribed by

Louis XIV to the Dauphin had become a reality: “to have our eyes open to
the whole world; to learn at all hours the news of all provinces and all nations, the
secrets of all courts, the moods and weaknesses of all princes and all foreign minis-
ters; to be informed of an infinite number of things of which we are thought to be
ignorant; to penetrate among our subjects what we do not know. Of all courts, the
moods and weaknesses of all princes and foreign ministers; to be informed of an
infinite number of things that we are believed to be ignorant of; to penetrate among
our subjects what they hide from us with the greatest care; to discover the most
remote views of our own courtiers, their most obscure interests.”*®> Admittedly, the
abundance of sources doesn’t make it easy to process them, but the fact remains that
the multiplicity of personal data voluntarily and inadvertently supplied by Internet
users facilitates social control in a way that would probably have made the thinkers
of raison d’Etat dream. What transforms open data into elements of covert surveil-
lance lies in the political demand to target this or that section of the population.

Far from being justified by concern for the state alone - since the state is not
supposed to be its own end in the liberal state - political surveillance is justified
by security. What the thinker Robert Nozick calls the “ultra-minimal” state, the
“night watchman state,” is the state “limited to the functions of protecting all its
citizens against violence, theft and fraud, and the observance of contracts made.”**
In this conception, the sine qua non of the liberal state implies a minimum of state
organization and public protection. Security is a legitimate goal of the state in the
liberal conception. The liberal state, insofar as it is minimal, does not dispense
with surveillance. In fact, as a liberal, the state engages in political surveillance.

33 Louis XIV, Mémoires pour Uinstruction du dauphin, (1661-1668), Paris, Imprimerie nationale, 1992,
p- 52.

34 Robert Nozick, Anarchie, Etat et utopie (1974), trans. E. dAuzac de Lamartine, revised by P-E Dau-
zat, PUE, 1988, p. 45.
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In the rule of law, therefore, it is essential to reflect on dangerousness. There
is no obvious dividing line between what constitutes a threat and what is harmless,
as Hegel established.”” Whether the definition of dangerousness stems from mores
and habits, or from the initiative of power itself, not all members of society are
equally watched or watched at the same time. Worse still, surveillance, insofar as it
is secret in its exercise but not in its existence, has the power to intimidate. Know-
ing that you are being watched without knowing whether you really are “strikes
the imagination rather than the senses,” as Jeremy Bentham put it.*® In France, the
question of the “S” file, listing people likely to represent a danger to state security,
is for these reasons regularly the subject of public debate.

To make covert surveillance compatible with the rule of law, we need to
know what a threat is, what is threatened, and who decides what is threatened. The
rule of law does not exist once and for all. In democratic societies, it must be the
subject of constant deliberation. If it is be reduced to a standard label,”” danger-
ousness must be assessed at the level of what defines the rule of law as republican,
i.e., the pursuit of a common interest. Various pitfalls arise. They convince us that
the definition of the secret targeting of the threat cannot be settled once and for all.

If parliamentary control takes up the question of defining dangerousness,*
the lesson of the baroque state sheds light on the inescapably personal nature of
all executive power, even under the rule of law. Now, the tension contained in the
secret activity of the State stems from the fact that, while it depends on Parliament
for its definition, dangerousness is subject to the appreciation of the executive
power, which, even if it is not the supreme power as in monarchical absolutism,
bears sole responsibility for acts of government. Even in a republic, the prince
remains partly secret. Even when considered to be in the service of the state, the
prince alone can authorize the launch of an attack. The order for information can
also come from the executive. But how can the executive avoid confusing its own
preservation with that of the state?

The distinction between the particular interest of the State and the common
republican interest is not easy to establish. It is all the more difficult because, if
there is one interest that seems indisputably common, it is public order. However,

35 There is “in itself no fixed limit between what is harmful and what is not,” Hegel, Principes de la
philosophie du droit (1821), § 234, trans. from the German by R. Derathé, Paris, Vrin, 1982, pp. 246-
247.

36 “Inspection: this is the sole principle, both for establishing order and for preserving it; but an in-
spection of a new kind, one which strikes the imagination rather than the senses, which puts hun-
dreds of men in the dependence of a single one, by giving that single man a kind of universal pres-
ence within the precincts of his domain,” Jeremy Bentham, The Panopticon (1791), Belfond, 1977,
pp- 6-7.

37 Jacques Chevallier, LEtat de droit, Op.cit., p. 8.

38 Reference can be made, for example, to French Senate information report number 219 of Decem-
ber 19, 2018, presented by Frangois Pillet, “Les fiches S en question: réponses aux idées recues,’
https://www.senat.fr/rap/r18-219/r18-219_mono.html#toc4.
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when members of a society are monitored solely on the grounds of their ability to
disrupt public order, abuses of power are to be feared. This is the case, for example,
when terrorists whose explicit plan is to kill civilians are lumped together with
climate activists who are fighting to preserve human life on earth without any in-
tention of killing. The problem with the public order criterion for assessing threat
is that it ignores the long term and cannot envisage that what appears today as a
disturbance to the established order will perhaps define tomorrow’s legitimacy.
The criterion of order always leads us to feel more threatened by the dissident or
the resistant, who proclaim their disagreement, than by the terrorist who escapes
surveillance because he has learned how it works.” Order provides purely behav-
ioral indicators, and never an idea of legitimacy. It is as “established” that the state
seeks to preserve it, not as a real order corresponding to the common interest. By
targeting dissidents, resistance fighters and terrorists in the same secret surveil-
lance, the state itself can put itself at odds with the rule of law. To avoid this pitfall,
Raymond Aron, drawing on the experience of resistance to the Nazi occupiers
during the Second World War, suggested that the Clausewitzian distinction be-
tween tactics and strategy should be used to distinguish between terrorists and
resistance fighters, and avoid threatening the latter with the former. The threat to
the established order is only tactical for dissidents and resistance fighters. They
do not want to destroy for the sake of destroying, but to establish a new legality
in opposition to the usurpation of power, whereas terrorists are those for whom
destruction is in itself a strategy.*’

Conclusion

e no longer live under the regime of the Reason of State. In the Baroque

era, we were aware that the visible is folded, laminated, trompe-Iceil.

Today, obligatory transparency buries secrecy in regions that are more
difficult to access. If secrecy is empowering, it is insofar as it provides a precious
temporal supplement for action. However, it cannot be entirely trivialized. In its
function of anticipating acts of destruction, the secret dimension of state intelli-
gence seems to be able to take science as its model. But insofar as it is concerned
with urgency, it cannot escape the warlike paradigm. The result is a tension that
may cast doubt on the compatibility of covert state activity with the rule of law.
This compatibility does exist, however, on condition that we do not dispense with
reflection on the targets of state surveillance.

39 Jean-Paul Brodeur, Visages de la police, Op. cit. p. 38.

40 Raymond Aron, Penser la guerre, Clausewitz, tome 11, Lige planétaire, Paris, Gallimard, 1976, chap.
V, “la guerre est un caméléon,” pp. 184-222.
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in the “Information” Society
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ABSTRACT

The decline of globalization and the return of realism has brought
with it new uncertainties. The arrival of the “information” society,
the rise of high-tech and Silicon Valley, along with new risks such
as Russia, global economic uncertainties, and a wave of terrorism,
present a plethora of shocks-crises. The current elite are incapable
of predicting, comprehending, and responding to these new crises
effectively. However, before we can deal with these threats, we must
learn how to reduce such uncertainty. This means knowing how
to act accordingly, how to pre-dict and pre-mediate threats, to an-
ticipate crises and knowing the tools that will give us the ability to
anticipate such threats. Only by understanding how to make timely
decisions in the face of unpredictability can we reduce the uncer-
tainty in this new era of the “information” society.

Keywords: globalization, geopolitics, uncertainty, phenomenology,
premeditation, predictivity, information society, time, security

Poder, conocimiento y anticipacion en
la sociedad de la “informacion”

RESUMEN

El declive de la globalizacion y el regreso del realismo han trai-
do consigo nuevas incertidumbres. La llegada de la sociedad de
la “informacién’, el auge de la alta tecnologia y de Silicon Valley,
junto con nuevos riesgos como Rusia, las incertidumbres econo-
micas globales y una ola de terrorismo, presentan una plétora de
shocks-crisis. La élite actual es incapaz de predecir, comprender
y responder eficazmente a estas nuevas crisis. Sin embargo, antes
de que podamos hacer frente a estas amenazas, debemos aprender
como reducir esa incertidumbre. Esto significa saber como actuar
en consecuencia, cdmo predecir y premediar las amenazas, antici-
par las crisis y conocer las herramientas que nos daran la capaci-
dad de anticiparnos a dichas amenazas. S6lo comprendiendo como
tomar decisiones oportunas frente a la imprevisibilidad podremos

77 doi: 10.18278/ijc.11.2.7



International Journal on Criminology

reducir la incertidumbre en esta nueva era de la sociedad de la “in-
formacién”,

Palabras clave: globalizacion, geopolitica, incertidumbre, fenome-
nologia, premeditacion, predictividad, sociedad de la informacion,
tiempo, seguridad
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“Wo aber Gefahr ist, wichst das rettende auch”
(But where there is danger, there also grows that which saves)
—Friedrich Holderlin (“Patmos”)

Introduction

anuary 2018—five years ago, a century ago. In the assemblies and corridors of

the Davos Forum, the world’s elites are jubilant. IMF boss Christine Lagarde

swoons as “the world economy is living in exquisite times.” Five years later, in
une 2023, a gloomy New York Times moans that “It suddenly seems that every-
thing we thought about the world economy was wrong”: infallible superiority of
free markets ... freedom of commerce ... quest for maximum efficiency male—the
credo of world leaders since the fall of the Berlin Wall is giving rise to growing
doubts.
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A reminder of what this “New World Order” (1990-2020) was all about:
goods, money and information flowing freely around the world, ever faster and
stronger. Certainly—but precisely? No: an economist at the University of Massa-
chusetts-Ambherst laments that “financial globalization was supposed to usher in
an era of robust growth and fiscal stability in the developed world ... In the end,
the exact opposite happened.” Even in 2023, geopolitics is devouring globalization.
This economist concludes: “It was naive to think that markets only had efficiency
in mind and never thought about power”

Beyond economics, do trade and shared economic interests prevent con-
flict? No: war has broken out in Europe (Russia-Ukraine); the Middle East is un-
dergoing a new earthquake (Gaza); beyond that, nothing is going according to
plan (COVID-19). What if the “invisible hand of the market” no longer protects
the planet from anything? Globalization stumbles on an unpredictable world; the
goal of an integrated global economy fades away, and (as seen above) the previous
gold economic orthodoxy is partly abandoned.

The galloping return of realism, with its troubling cortege: de-globalization
... commercial withdrawal ... refocusing ... questioning ... National interests versus
neoliberal order ... Dividing the world into zones of influence ... cultural barriers ...
The digital space also runs the risk of bipolarization—right up to global sports, the
ultimate globalized icon, never even worried during the two great world conflicts.

To save face, the proponents of happy globalization are playing with words
or in venting: “friendshoring, globalization among friends, is the future; says Fed
boss Janet Yellen, “sharing the same values!” But this friendshoring is not a return
to the fragmentation of the 1990s; rather, it is the beginning of a new bipolariza-
tion of the world; on the horizon, some see the war economy: energy, labor, raw
materials, logistics, shipping—what risks in sight!

Ambassador (United States, ret.) Chas Freeman' : “The nations of
the ‘Middle East’ are no longer content to be defined by their rela-
tionship with Europe—geographical or otherwise. These nations
are now asserting their own place in the world, putting an end to
two centuries of Western domination. As nations of West Asia, a
region historically linked to the East, to the south and north of
Eurasia, they are forging links with China, India, Russia, Turkey,
as much as with the West and the Mediterranean. Their evolution
marks a massive change in the world order and puts an end to five
centuries of Euro-Atlantic global domination.

1 Ambassador, then Research Fellow, Brown University - Watson Institute for International Public
Affairs; former Minister of State (Defense, Pentagon) for International Security; Department of
State for African Affairs, etc.
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It’s clear: between global crises and geopolitical instability, we've entered—in a dif-
ferent way to yesterday—a world of ruptures, where the unpredictable reigns: and
of course, the fog of the future is even thicker than that of war.

With shocks-crises-ruptures on the horizon, what are we looking for? That’s
the first question we need to answer—if were ever to reduce uncertainty.

What the “New World Order” Was Aiming For (but won’t be)

he maturation of the information society coincides with post-Cold War

globalization: let’s first consider this overhanging phenomenon. At the start

of the 2000s, this globalization was to give rise to a “new world order”: a
“universal community of free and sovereign states,” dedicated to the negotiated
settlement of conflicts and respect for human rights. In this world—economic and
political liberalism, more high-tech—“The globalization of supply chains, the new
value chains, makes the cost of war unbearable, due to the disruption of trade it
sup oses.”” We already heard this around 1912-1913 (during the first globaliza-
tion): we've seen what happens next.

But even if the “happy globalization” conceived around the year 2000 is now
faltering, in the thirty years between 1990 and 2020 it has still generated new “con-
figuration powers.” Since their formidable power is exerted just where we need to
anticipate; and since these powers, anything but neutral or benevolent, are mobi-
lizing their energy and fortunes to capture the planetary future, let’s first observe
them, grasp their game: every team sport is played according to rules. Gauging
and testing these constitutive conditions® is decisive: forecasting, anticipation and
early detection are impossible on the basis of loaded dice, beveled cards, bribed
referees and doped athletes.

What Are We Looking For?

o be able to make timely diagnoses (while it’s time to act). To generate tools
(useful instruments) to aid strategic decision-making; to nurture crisis
warning intelligence. To learn where to look. And how? Thinking ahead re-
quires, first and foremost—as is the case every time we have to think—that we set
aside our dogmas, hopes and fears; above all, that we avoid a number of obstacles:

2 Atlas, Boniface, Védrine, see sources and bibliography, in fine.
3 These are the conditions that make up the present analysis:
That from which movement starts, something that is not what moves, nor does it become itself;

something that remains outside and does not constitute the being itself, but which causes the movement,
the impulse. The father and mother for the child, the dispute for the battle.

That by which something begins to be, the foundations in construction, the hull for the ship, the
foundation, so that in truth this beginning remains with the thing, accompanies it throughout [M.
Heidegger, Apports a la philosophie, see bibliography, in fine].
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o Irreparable ignorance (a concept taken from economics, about disasters gener-
ated by what we don’t know, or what we failed to crucial)*

e A word of retrospect — French administration has always looked to precedent
and has been reluctant to embrace the unknown. But in today’s digital in-
formation society, everything happens at once; last year was already the ice
age. For example, the time standard for predatory hacking is ZERO DAY EX-
PLOIT, when a security flaw in a computer system is reported and exploited
(EXPLOIT) on the same day (ZERO DAY): a glimpse of the frenetic pace at
which threats evolve.

Any attempt at anticipation requires a lucid assessment of the society we
live in, the biases it gives rise to, how it affects us and even interferes with our rea-
soning. This is a prerequisite, like asepsis in medicine. Only this critical examina-
tion reveals what menaces this society and, sometimes, can destroy it. This is the
crucial backdrop, the solid base on which to build.

Acquire the Phenomenal Power of Prediction

rom the very dawn of Greek thought, phenomenology has been the philo-

sophical tool par excellence, crucial for early understanding and escaping

blindness. For Aristotle (Politics 1/2), “The best method should be, in this
as in other matters, to see things come into being and grow.” For the Epicureans
Anaxagoras and Democritus, “what appears reveals what is hidden” What appears
is the first incontestable element offered to the eye, from which from which it is
imperative to leave in order to understand ... everything else.

This “phenomenological gaze” is a matter for human intelligence: to con-
ceive the appearance, the possible; to perceive attentively the movement of for-
mation and then the course of the exterior object to the internal mechanism that
explains it: no machine to date can do this. “What phenomena, what shows itself,
demand of us is uniquely that we take them in view as they show themselves. Only
that. In relation to a deduction, this is not less, but rather more.™

Exactly the opposite of ideology, which sorts out favorable facts and rejects
others, the phenomenological march expels received ideas, “ordinary ways of do-
ing, estimating and classifying, of knowing and looking.” It:

o frees the gaze,

e goes beyond existing theories,

4 “Notunderstanding the nature of an evil that threatens you is a highly perilous situation. How
can you imagine having triumphed over something whose nature you have not understood?”
[Entendre Heidegger, Frangois Fédier, Le Grand Souffle 2008].

5  Martin Heidegger, “Séminaires de Zurich,” NRF-Gallimard.
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e climinates bias,
e methodically dismantles what covers and conceals,

... to finally observe the thing itself.

From the outset, this approach excludes the self-evident, putting us in a
position to experience the shock of the unusual. In situation—i.e., situate, site: the
place where the phenomenon is born and grows—here bursts forth the capacity
of anticipatory vision. For this approach IS anticipatory: let’s read this question
posed in 1938: it clearly states, 30 years ahead of time, the very foundation of the
information society: “Isn’t a kind of pandemic spreading through humanity: one
that aims to train all beings to conform to an organized calculability, that of man-
ufacture—to see in it the canonical modality on which all action must be regulated
and deny its energy to any other form of becoming.”®

What is further referred to as “early detection” is this phenomenological
gaze, applied to strategic and criminological affairs. Here’s a concrete example: at
the end of 2014, French interior intelligence scanned the Syrian-Iraqi horizon; for
them, that was where the danger lay. However, the attacks on Charlie-Hebdo, the
Kosher supermarket and the Bataclan did not emanate from the Salafist aristocra-
cy of the Arabian Peninsula, but from thugs in Paris and Brussels. Since Mohamed
Merabh, has this proximity of the terrorist enemy been so difficult to conceive? No.
Reacting in time just required understanding these few lines:

“Experiencing the close is the most difficult thing of all. In our activities
and occupations, it is what most easily eludes us. As the closest is the most famil-
iar, no special effort is needed to appropriate it. We don’t think about it. This is
why it is the least worth thinking about. The nearest thus appears to be nothing.
Strictly speaking, man never sees what is closest, always what is beyond ... The in-
sistent way in which that which is beyond the nearest is imposed, expels it and its
proximity from the field of experience. Conclusion: “A phenomenon is only truly
dangerous if it is ignored in the register of the potential.”” “Register of potential”:
this is the other way of formulating the fertile “calm force of the possible,” which
we return to later.

Premeditation and Dismantling

Without integration of the “domain of the pre..” (foresee, predict, prepare, etc., see
glossary in fine), any present or future technological marvel, tool, device, artificial
intelligence included, loses its effectiveness. Does this mean that we are disarmed?
Condemned to endure? In the fatality of the goalkeeper taking the penalty kick?
No: spontaneous generation doesn't exist in criminology any more than in biology,

6  Martin Heidegger, Réflexions, I1I-VII, NRF-Gallimard.
7 Parmenides, Martin Heidegger Dictionary, cf. bibliography, in fine.
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so let’s open up the fruitful path (initiated by the art of medicine) of symptomatol-
ogy: early warning signs, weak signals, breaks in the atmosphere; the only way to
understand early and react in time. Paul Morand once said: “Based on small facts
in the present, to foresee and guess the future.”

From this, examples and leads will follow. But first, these two prerequisites:

e What kind of world do we live in? The “Information Society,’

e TForesee, yes, but what (conceptual) obstacles?

Hereafter, this first part describes obstacles, all or almost all inherent to our pres-
ent society. These technical criticisms in no way imply that the author condemns
our society and prefers another. Criminology, where he comes from, takes things
as they come: there’s a criminal milieu; individuals or entities break existing laws,
public morals, and codes. To abolish them, do we need to restore the kingdom
of angels? This is not our project. Attempting to see clearly, early, and fairly, just
means thwarting the traps set in front of us, on the road. Let’s go.

OBSTACLES ...

Obstacle 1 - Worldview and all-calculability

Obstacles block our progress towards prediction; forecasting, and therefore seeing,
requires us first to repair what obstructs our view, in order to unclog it.

Galileo, Max Planck, Howard Scott, and technocracy

GALILEUS: “The whole universe can be mathematized,”

MAX PLANCK: “Only that which can be measured is real”; only
that which can be scientifically proven; that which can be mea-
sured, etc., is real.

From the world of science to society as a whole: in 1933 (during the Great Depres-
sion), the American engineer Howard Scott wrote the text Introduction to Technoc-
racy, the premise of which is: “The phenomena involved in the functional opera-
tions of a social mechanism are metrical.” The calculable-measurable then moves
from “hard” science (incarnated by Max Planck®) to civil or military management,’
strategy, politics. [NY ROB 9/07/15, see sources] Efforts are being made to instill
in individuals, from there to society, the metrics and morals of technology. By
turning STEM (S) Science, (T) Technology, (E) Engineering and (M) Mathematics,

8  Nobel Prize in Physics, initiator of quantum physics.

9  Management: work on what you've imagined for yourself, define an area in advance and base it on
a method.
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into strategic weapons, we are restricting noble vocations and impoverishing our
national priorities.

All-calculable, all-measurable, SO true.

From then on, observes phenomenology, our society becomes one “where the re-
lations between man and the world, and with them the totality of man’s social exis-
tence, are enclosed in the domain where cybernetic science exercises its mastery,
where “every phenomenon is perceived there only if it can give rise to prediction,
planning or calculation”; a society that has “assured what is effective, what is de-
clared precisely as effective, the right to be true”*

This orientation brought immense benefits to the United States, then to
Europe and the world, including unprecedented technological progress, from the
ruins of 1945 to the first man on the moon in 1969, 24 years later, just under nine
thousand days. But during this epic, the hidden defects of the all-calculable (oth-
erwise known as “Governance by numbers”) have been amplifying; present from
the outset, these invisible “defects of construction” engender our present difficulty
in anticipating, in forecasting.

Electronic Glare

Like all systems, the all-calculable-measurable system has its shortcomings: obses-
sion of the instant ... prison of immediacy ... dream of button-pressed instantaneity
... technologies of the instant ... abolition of distance and time, are increasingly ob-
structing the vision of strategic space-time. “The law of every computational pro-
cess is to bring back any problem to the normality of its operation,” which tends to
omit the abnormal, which falls outside the norm. Finally, this digital world, which
“claims to offer and govern truth about what is true and to provide a foundation for
human existence” is only valid for the measurable. [Citations: Meditations, op. cit.]

As a result, the “configuring powers” described above give rise to and are
subjected to two increasing constraints which, when combined, lead to a formida-
ble blindness:

e An ever-increasing torrent of information,
o A high-tech fetish that generates electronic overexposure.

This situation has been known since ... Aristotle’s Metaphysics: “As the eyes of the
nocturnes to the light of day, so (the human soul) to that which is by itself most
manifest” For twenty-five centuries now, we've known that it’s not darkness that
blinds, but the glare of too much light. Does this primordial wisdom, which “for-
gets” it, only its own short-term interests? Let’s take a look at our obstacle 2.

10 “Meditations,” Martin Heidegger, NRF-Gallimard, 2019.
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Obstacle 2 - Information society, its shaping power, Silicon Valley

Where liberalism reaches its extreme limits,
it opens the door to murderers. It is a constant law.

—Ernst Jiinger, War Diaries, La Pléiade, Vol. 2.

This critical look at our society is not about changing it for another; it's about ef-
fectivity, i.e., focusing our long-sightedness better and earlier. Who can thwart this
ambition? Disrupt this project? For a start, the world around us. At ground level,
the telescope is hampered by clouds and pollution, and “sees” much better from
the top of a peak, where the sky is pure. Anticipating born also requires a clear sky:
this is our approach.

We live in the “Information Society,” whose technical foundation is increas-
ingly informatic. A bank, a supermarket chain, an airline company, a minister,
are today a network(s) of servers, computers, “digital farms” (data centers). This
society has its own specificities, just as the steam engine-based society once had its
own, or the society dominated by religion and the clergy.

In phenomenology, not obstructing requires first of all digging the subject
down to firm ground, on which to build solidly. We feel that the “Information
Society” is struggling to foresee and anticipate. Why is this? Where does this hand-
icap come from? Let’s go, to diagnose it, from the most visible phenomenon, the
most impossible to ignore, a thousand times more enormous than any “elephant
in the room™: the existence of giant high-tech companies, founded a generation
ago by hippies in garages, but whose market capitalization today routinely exceeds
a trillion dollars."

Metaphorically referred to as Silicon Valley, or GAFAM,' the tech giants
that have emerged from this valley, this superlative “configuring power” is crush-
ing the cyberworld. Without wishing to overwhelm the reader with numbers, let’s
realize this from the outset:

e There are 8 billion people on the planet, and now 8.6 billion smartphones. Who
possesses their operating systems (OS)? The Americans, Google/Android and
IOS/Apple, alone control 99% of the market.

e 80% of people in developed countries have Personal Computers (PCs). Micro-
soft/Windows and Apple/MacOS, both American, supply 88% of the world’s
PC operating systems.

Thus, in phenomenology, GAFAM form “the well-established circle of de-
vices that organize humanity’s power situation.” Yet these Silicon Val high-tech
dominators, bypass or atomize every control or regulatory device, and coldly pro-

11 And may have, albeit briefly, reached or exceeded three trillion dollars.
12 GAFAM: Google, Amazon, Facebook, Apple, Microsotft.
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voke social fragmentation, in North America and by wherever they can. The ex-
plicit libertarian ideology of most of these giants gives rise to social misery and job
insecurity, right where their roots lie; see the number of drug addicts, psychotics,
and homeless people in California, around San Francisco’s Bay Area and on the
edge of Silicon Valley.

At Facebook’s first headquarters (the F in GAFAM), a motto on the canteen
wall reads “Move fast and break things!”; the address of the headquarters is One
Hackers Way: it couldn’t be more libertarian ... Practicing a “Social Darwinism”
with no brakes or self-regulation, fascinated by the margins, this arrogant Capi-
tal-Darwinism refuses all admission of errors. Advocating an oligarchic “secession
of the rich,”" it always favors a plutocratic minority, to the detriment of a precari-
ous mass. All this at the cost of multiple social, territorial, cultural, digital, educa-
tional, and economic divides.

It's worth pointing out that GAFAM’s anarchist credentials are not the slan-
der of a backward-looking mind, but a fact of life portrayed by America’s leading
intellectual journal, The New York Review of Books (Nyrob, Sept. 2023, see sources
in fine). For it, Silicon Valley is home to four of the world’s ten largest companies by
market capitalization: Apple, Alphabet (Google, etc.), Nvidia, and Meta (Facebook,
etc.). What unites them, explains Nyrob, is their shared passion for disruption. A
simple business strategy? No: a worldview that celebrates the creative destruction
of existing institutions (emphasis added) and advocates a theory of history whereby
technology deprives the past of any meaning or interest; it, and all previous exper-
tise. For Nyrob, Silicon Valley is home to a sect of believers who think they know
the future and can control it—because, in their minds, they are creating it.**

Ultimately, however, this crushing, this high-tech fanaticism, obviates any
effort at strategic anticipation, and complicates any forecasting approach. Let’s
prove it.

Information Society: Its active base, the neo-bourgeoisie"

Disdainful of the human herd, workers and middle classes combined, the Silicon

13 Fondation Jean-Jaures, Jérome Fourquet, February 2018; “The cohesion of French society is
being undermined at today by a process that is almost invisible to the naked eye, but fraught with
consequences: a social separatism con encircling a whole section of the upper fringe of society, with
ever fewer opportunities for contact and interaction between the upper categories and the rest of
the population”

14 This is simply not true: until now, GAFAM has cut its teeth on “predictive medicine,” where the use
of data was intended to replace healthcare professionals. Google created Verily Life Sciences for this
purpose. At the beginning of 2023, this company laid off all its “analytical health” staff and tried to
survive in the (classic) field of medical risk insurance. The startup MindStrong, which claimed to
make psychology diagnoses by analyzing data, went bankrupt in March 2023.

15 There’s no “class struggle” critique here, suggesting that a class other than the one described here
should dominate society; rather, the idea is to define a human group susceptible to an “electronic
dazzle” whose negative effects on anticipation can be seen. So, were sticking to our strict
phenomenological objective: to unblock access to the “meadow domain.”
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Valley oligarchy is building its power on a “neo-bourgeoisie” issue of the global-
ized sectors: finance, advertising, communication, and advice; also, of the world of
leisure and culture. To use French concepts, a neo-bourgeoisie far removed from
the Catholic-Versailles “Party of Order” and the “coalition of frightened interests”
mocked by Victor Hugo. These “enlightened-master’s graduates,” sure of their
moral superiority, dominate private and public media, and social networks. Here,
imposing their standards, criteria, and fashions. For our anticipatory ambitions,
this is a quasi-monopoly that is anything but trivial. Let’s keep digging to identify
the root of the problem.

The neo-bourgeois world and the elementary school

Progressive, as in this case, or conservative, the bourgeoisie exists through and for
the economy; since the 19th century, it has been building a civilization in the West
(Europe, North America) based on comfortable security, allowing the economy
and commerce to flourish. For the bourgeoisie, ensuring security means banishing
the elementary. For the bourgeoisie, the dangerous human types—born of primor-
dial humanity and still bathed in its telluric forces—are, each in their own world,
the warrior, the mystic, the artist, the navigator, the hunter, the worker, the nomad,
the criminal (etc.). The bourgeoisie conjures up these dangerous figures or classes
through spectacle and literature. The socially dangerous nature of these primitive
brutes is protected by this conceptual wall.

Education and science must prohibit any return to the elementary, which
is quickly equated with the immoral, the absurd, the senseless—the irrational.
Over time, the irrational—and therefore the unpredictable—was replaced by the
calculable, which became the fundamental norm of the Western world, then glo-
balized. When the bourgeoisie prospered, redemptive science replaces religion as
another form of irrationality; its probative numbers framed everyday life (num-
bers ... codes, etc.): “The propension to express all relationships in figures is clearly
revealed in statistics”'® In this way, the neo-bourgeoisie today takes the record as
the quantified standard of human and technical performance: the calculable im-
poses itself on society; the calculable—and therefore, the measurable."”

The Information Society: Its “hermeneutic presupposition”

Little by little, insidiously, the calculable-measurable is becoming the hermeneutic
presupposition of our civilization. Let’s explain. Even in the banal every day, anyone
who wants to understand anything always presupposes. Innocently, as Mr. Jourdain
wrote prose without knowing it, which presupposes, ANTICIPE: whoever wants
to decipher hieroglyphs must presupposes that they have a meaning—otherwise,
he wouldn’t attempt anything of the sort. When the calculable-measurable reigns,

16 Evola, Jiinger, see sources, i fine.

17  For the physical sciences, the very existence of a thing is characterized by its measurability.
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the anticipatory understanding (or hermeneutic presupposition) of all scientific
work necessarily falls within the sphere of the calculable.

Obstacle 3 - Getting down to business

Conformism, the fish-bench effect, the weight of the dominant doxa, bureaucratic
servility, upward mobility: in every developed country, these heavy trends hand-
icap any effort to look up and scrutinize what’s really in front of us, on the road.

One example (among a hundred others). In 1999, the National Intelligence
Council (the CIAs internal think-tank, its forecasting tool), published “Global
Trends 20157 So, 15 years ahead. A report produced by an infosphere (media ex-
perts ... influencers ... lobbies ...) bathed in the dominant ideology and by restive
nature to any truly original idea. First, the banalities pleasing to the ultimate reader
(the President) and ideas-received in Washington around 1998-99—the growing
success of (beneficial!'®) globalization. .. Increased power of the United States ...
Information and communication technologies (ICT) on the rise ... Strong growth
in the world economy ... Saving the planet ... the capitalist party line.

On the other hand, it is very difficult to perceive ruptures or reversals:

Yet there are clear signs of an emerging danger: stagnating wages ... growing
inequalities ... rejection of migration ... distrust of governments sold out to the
“globalized elites” ... growing nationalist and protectionist sentiments ...

® Role of social networks: (Facebook) “The social network conceived as a global
vector of democracy has served the Russians to subvert democracy and sow
confusion in the United States - Even those who are paid to envision the future
didn’t see this one coming” (our emphasis) — The New York Times, 03/21/2018,
see in fine sources.

® Russia: out of political hostility, the report announces (in fact, wishes for) the
collapse of the birth rate (130 to 135 million Russians in 2015 forecast; it will be
143 million). The report sees aggravation in the Russian Caucasus of a civil war
against Salafist tribes (Chechnya, etc.), brutally put down by the Russian army.

e Economy: the Wall Street subprime cataclysm of 2008 was not foreseen; neither
the U.S. government nor its experts foresaw the crisis, nor understood its true
motives or global consequences.

o Terrorism: in the Middle East’s “zone of major interests” (geopolitics, ener-
gy...), nothing given the eruption of the Islamic State, after their disastrous
invasion of Iraq.

18 ...Butdefined by a cruel wit: “A system of despoilment whereby the poor in rich countries subsidize
the rich in poor countries”
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The United States doesn’t have a monopoly on a blindness that strikes just
as hard at France’s political class. On March 7, 2018, from 9 to 11 pm, the LCI
channel broadcasts the exchanges between the four candidates for the post of First
Secretary of the French Socialist Party (PS). The day before, a poll shows that se-
curity is the No. 1 concern of 61% of French people (working classes, 70%). Two
hours of abstruse platitudes: learning society ... living together ... rainbow left ...
startup nation ... inclusive ... Two hours without a single word on safety from any
of the candidates.

- What about the French government? The first effort at strategic anticipa-
tion is a report by the Senate (2010-2011, see in fine sources). In the wake of the
2008 Livre Blanc de la Défense, the anticipation function is set to permeate the
State apparatus: “no longer caught unawares”.. Having a lookout ... Stimulating
the creative imagination ... Yes, of course—but how can we abolish intellectual
conformism and the bureaucratic status quo? Short of predicting banalities—dan-
gerous zones ARE dangerous. .. how can we solve this arduous problem? Firstly, by
understanding that any anticipatory function REQUIRES upstream anticipatory
thinking (nothing of the kind in this report). But thinking is not something that
can be decreed, it is something that emerges, in this case from a domain that is
virtually inaccessible to man: temporality. But how can we equip the government
with predictive decision-making tools? How can we better orientate our spotting
scopes and intelligence sensors? Here too, there are obstacles.

First: Does science fiction really anticipate?

ANTICIPATE (from the Latin anti-cipare; anti or ante = before), means to execute
before the time determined; to get ahead of a future situation. However, in the
attempts at anticipation made in France (whether in the public or private sector),
time and temporality are lacking. Should science fiction come to the rescue? Al-
though its domain is the future, no published text mentions time or temporality,
even in passing. They are forgotten; worse, taken for granted. This is despite the
fact that understanding time is the only way to avoid miraculous anticipation, or
at least to extricate ourselves from impasses and embark on the path of “early de-
tection,” to experience “the quiet strength of the possible.”

Recently, the Defense Innovation Agency (DIA) suggested that science fic-
tion helps to “invent future worlds that can enable us to identify strategic surpris-
es, new threats, new conflicts ... There are undoubtedly things we won't see com-
ing, so we might as well find ways of not being surprised.” The French Minister of
Defense, approved of the idea of “using science fiction to better imagine the threats
and anticipate our way of fighting them.”

Let’s analyze these various efforts.

Definition of the science fiction genre: “a novel set in the future” [our em-
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phasis]. But is there a future? In a straight line, ahead of us on the road, on which
each present moment follows the previous one, like so many cars pulled by a single
locomotive running on straight rails? No. Ahead of us lies uncertainty, a crucial
notion to which we return at length. What did we expect from science fiction? “To
disrupt the sleep of the military ... to imagine the unfolding of future conflicts ...
to extricate ourselves from the frameworks of thought of the moment ... to test
variables ... Speculation and prospecting ..” Could these science fiction scenarios

suggest new threat patterns? Or even envisage the unthinkable? The author doubts
this."”

Because science fiction has traditionally (at least since Voltaire ...) placed
tashionable ideas in parallel universes by displacing them in time; ideas or theories
projected into a future where they would have flourished—a pure act of wishful
thinking, not anticipation.

Example a contrario: the ubiquitous building block of the world’s techno-
logical Lego is the microprocessor, so much so that it is provoking a severe con-
frontation between the USA and China. But no science-fiction author has imag-
ined it; similarly, are the heavy artillery, mud, infantrymen and trenches of the
Donbeass really that Hi-Tech and Sci-Fi? Well, on the contrary, this Ukrainian step
backwards takes us far before the First World War, by times to the Thirty Years’
War (1618-1648) and its “Great Companies.”

After the war, the now-dominant nation-state wanted to control all war lo-
gistics: the national army ordered, bought, and distributed weapons, equipment,
rations, uniforms, and so on. But as soon as the Russia-Ukraine war began, all this
began to fall apart—on both the Ukrainian and Russian sides, private purchases
flourished (obscure financing): bulletproof clothing, sturdy helmets, night-vision
goggles, drones, boots, red-dot sights, etc. The nation-state was failing? Is the na-
tion-state failing? Back to system D, which prevailed from the antiquity in the 16"
century.

In addition to this not-so-futuristic picture, there’s severe corruption and
trafficking (assault rifles, explosives, transmission equipment, mines, and an-
ti-tank missiles) on the Dark Net—by military personnel or traffickers. Bonus: the
return of private armies, Wagner (Russia), Sadat (Turkey), etc. What can science
fiction say about this pre-Westphalian chaos?

Finally, it seems to us that Defense is looking for predecessors.?’ But very few sci-
ence-fiction authors fit into this narrow cohort; conversely, many predecessors—

19 Otherwise, a science fiction fan with a library where Philip K. Dick—a literary giant in his own
right—crushes the rest. Already in the America of the sixties, 50 years before “Photoshop retouching”
and deep fakes—Dick foresees that the digitization of the world will exacerbate uncertainty. In
this neo-world, manipulated and falsified by secret, noxious forces, reality no longer merits any
confidence. Man prowls in a hallucinatory nightmare surviving on paranoia alone. Dick can be
found below, in the appendix devoted to his predecessors.

20  See the appendix dedicated to these exceptional forecasters.
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Nietzsche, Rimbaud, etc. —have nothing to do with science fiction.
Neomercantilism, an obstacle to anticipation

The period 1990-2021 saw the disappearance of wars between sovereign states;
but, under the apparent and visible globalization, a subterranean fragmentation
was eating away at the world order or Nomos of the Earth (Carl Schmitt, see ap-
pendix 2, in fine). In 2022, the war in Ukraine cancels out efforts at planetary inte-
gration and global governance; institutions paving the way for a new international
order are discredited; global bodies, even the UN, are powerless.

In 2023, does “integrity of national territory” retain its 1950 meaning? No:
at the end of the bipolar world order, around 1989-90; worse, after September 11,
2001, the notion of hostility mutates. Who is the enemy? In the course of 30 cha-
otic years, it becomes blurred, turns criminal. “Enemy” loses all objective mean-
ing, like the Geneva Convention: combatants, militias, private military companies,
“non-status belligerents,” and so on. From crisis to crisis, from state of emergency
to state of exception (Carl Schmitt), a discontinuous war against an indefinite en-
emy is waged.

The “Global South” buries the chimeras of defunct utopias: “happy global-
ization,” the abolition of wars, history and religions, liberalism and globalism, an
a-historical-apolitical world freed from nation-states. On the contrary, borders are
being reborn, or even hardened; migration slowed down; blocked here and there.
Power is shifting from the international to the national—clearly and shamelessly,
states are asserting their vital interests.

From nation-state to market-state

A reminder: at its peak, the nation-state created and perfected in Europe is “re-
spected on the outside, at peace on the inside” (Raymond Aron). The only state ca-
pable of guaranteeing “the peace of villages, the splendor of palaces and the unity
of peoples,” it wields the sword of power and justice, and its citizens are ready to
follow “not the one who promises, but the one who demands.” Then, 30 years of
fragmentation and chaos; between OECD, World Bank, International Monetary
Fund, European Union Summits, etc., mirages float—the planetary market, the
sole regulator of human desires and global tensions; the economy takes precedence
over politics; a world supervised by supranational entities; horror of borders, ob-
stacle to perfect fluidity, in “Chicago School” mode. Meanwhile, in the developed
world, the political form is changing smoothly, from state-nation to state-market.

The market state and its implicit ideology
Here’s a reminder of its key features:

o The market state provides access to a mass of goods and services, and creates
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and maintains a fluidity that favors economic and financial activities,
e Anything but a “welfare state,” it is limited to a minimum social service,

e With little emphasis on safety, it offers only the basics.

The minimalist, decentralized market state neglects patriotism. As soon as possi-
ble, it privatizes, subcontracts, outsources, and networks. Less attentive to voters
than to consumers, it acts through communication and market incentives.

Executing “populism,” the market state excludes the people from public af-
fairs; wealth is poorly shared, and the boundaries between public and private fluc-
tuate. Flexible, adaptable, opportunistic individuals and structures are favored.”!

Of course, like its predecessors, the state-market has its own methods
of influencing the world, and Karl Marx’s remark in the Manifesto of the Commu-
nist Party remains pertinent: “What does the history of ideas demonstrate, except
that intellectual production is transformed along with material production? The
dominant ideas of an epoch have never been anything other than the ideas of the
dominant class”

Two examples of this, both of which elicit subtle but serious forms of
blindness.

Bold thinkers or mawkish moralism?

In November 2009, the American intellectual monthly The Atlantic published a
special issue devoted to the “valiant thinkers” who are shaping the early 21* cen-
tury: “the most provocative of the age ... who know how to criticize preconceived
ideas, even knock them down ... how to advance society”... stimulate the public
spirit ... encourage it to think for itself ... These heroes of tomorrow are 27 in all;
chosen, of course, according to criteria of “diversity”—except that: “diverse” by
their origins, cultures, or ethnicities, all are 100%, uniformly, from the American
cultural mold.

Of these 27 clones, The Atlantic says they “think out of the box,” the Holy
Grail of American originality; they are asked “the fundamental questions, why
things are the way they are, how they could be otherwise” Are they qualified?
What are these American crib figures doing with their lives? Six come from busi-
ness and economics, four from international relations; two from health/medicine,
four from science and tech, five from media, two from civil society, two from poli-
tics. Why are they on the list of “heroes?” Kindness ... Propriety ... Financial astute-
ness ... Technical or political skill ... Advertising or media know-how ... Business
acumen ...

21 “Terror and consent - The wars for the twenty-first century;” Philip Bobbitt, Knopf, NY, 2008
(LEtat-marché face a la terreur).
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Could these thinkers be freeing us from preconceived ideas? No—through
and through, this dossier exudes the mawkish moralism required by the Boy Scouts
to win the Good Fellowship Award. A man employing disabled people ... A mayor
who thinks he can save his crime-ridden town by going green ... The New York
Times boss who advocates “good” journalism ... The anthropologist “who helps the
American Army in Iraq to understand the natives” (!!)... The creator of Facebook ...

How are these good people, 100% products of Suburbia, THINKERS? In
what way does “the boss of a TV network who tries tricks to keep his viewers”
think “outside the box?” The Atlantic—the leading journal of the US intelligen-
tsia—takes them as the breeding ground of thought. Now, of course, anticipatory
thinking, or knowledge-which-presses, is at the highest level, abstract and point-
ed, of all-court thinking.

The planetary future in laughing gas mode

In April 2017, the American marketing & consulting group McKinsey** published
a manifesto for entrepreneurs-decision-makers; its title (translated): “Planetary
forces for a new vision of progress” The text is comical in its arrogance, its “mad
scientist” aspect; reading it provokes the marketing equivalent of laughing gas:
politicians? Pitiful and incapable; business leaders will have to “redefine what it
means to live together safely in our interdependent world.” They’ll have to “recre-
ate confidence in the middle classes” [after having almost destroyed them]—they
might as well entrust Toto Riina with the supervision of the fight against the mafia.

What will these prophet-patrons do? Major trends ... Profiting from oppor-
tunities ... Creating an exciting future ... So many opportunities ... An immense
field of experimentations ... growth, ageing, infrastructures ... inequalities [plan-
et of guinea pigs|: a distressing tissue of banalities and clichés. Africa? Manage-
ment problems, High-Tech will provide ... Algorithms will optimize consumption
... Disruption is serious—so much the better! This opens up opportunities: high-
tech biology ... The humans? Mere consumers. Those who imbibe this libertarian
mishmash, with no hint of nations, geopolitics, planetary perils, or hostility, can
understand nothing, see nothing; still less, foresee anything. Such is the blinding
of the “Information society.”

TRACK FOR TOMORROW

Leads for tomorrow - 1: emerging world, threats, and geopolitical tools

Geopolitics is now “devouring” globalization, or what’s left of it. For Coface’s chief

22 Mc Kinsey employs + 30,000 people in 65 countries worldwide. Its head office is in the state of
Delaware, a tax paradise in the United States. According to the Canard enchainé of 19/10/2022,
“McKinsey is not very good public”; this group behaves in the ministries of Mr. Macron’s government
as if in conquered country.
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economist, “Geopolitical balances condition and therefore re-shape the global
economy, if only through the re-composition of value chains and the reorienta-
tion of flows (energy, goods...)”” [sources, in fine]. Even in the 21* century, Sir Hal-
ford Mackinder’s 1904 vision (The Geographical Pivot of History) remains relevant.
Mackinder inflected his theory in 1919 and 1945—the essential remains: Eurasia
as a central continental mass, the world-island; at its heart, empires virtually in-
accessible to the maritime powers.”?> Whoever holds the pivot of the Eurasian is-
land-world, controls the Earth.

Tracks for tomorrow - 2: exciting Eurasia ...

A brief but enlightening look at the beginnings of a “Eurasian coagulation™:

INDIA - For this continent-civilization, tomorrow will see the “Hindu re-
naissance”: 1.4 billion inhabitants, 7% annual growth, a colossal domestic market;
by 2030, the world’s 3" largest economy. By 2047, the hundredth anniversary of
its independence dance, India aims to have, if not succeeded, at least launched
its reform of the world order. As throughout Eurasia and the Shanghai Cooper-
ation Organization, the concept of “Nomos of the Earth” is an invaluable tool for
Delhi. Having emerged from the stranglehold of Islam and then Britain, India is
determined that the emerging Nomos should breathe Hindu spirituality that is
thousands of years old. But when it comes to ancestral wisdom, India and China,
hostile in an age of fragmentation, have ties to re-establish.*

CHINA - The Chinese leadership, its idea of the United States - For Beijing,
with its analytical grid marked by K. Marx, the United States is emerging from
the industrial economy. Marx, the United States is emerging from the industrial
economy; making ever more money through the rent economy (Wall Street, etc.),
their model is winning over the Western world; whose orientation thus diverges
from the other bloc in gestation around the organization of the Shanghai coop-
eration.” This second pole is multiplying integrated multimodal infrastructures
(ports, railway tracks, stations, freeways, airports, etc.) around the Belt & Road
Initiative (BRI) and beyond.?® The World Island will remain the World Factory.

23 Control of the crucial Afghan base at Bagram, near Kabul, was crucial. Having fled this base, the
American army had to retreat to Darwin (Northern Australia), ... 8,300 km from the Eurasian hub.

24 Perhaps around Buddhism. January 2020, the author (flabbergasted) lunches in Beijing with a
senior CCP official, in the regal-security register, having shown me shortly before, on his mobile,
his photo with President Xi. He excuses himself that day of eating only fruit and vegetables, his
Buddhist lama having decreed a lean season ...

25 Today, the Shanghai Cooperation Organization (SCO), plus the Brics+11, plus the Eurasia Economic
Union (EAEU), form the world’s largest coalition; perhaps the most attractive for countries in the
“Global South”

26 By the end of May 2023, 151 countries around the world had signed an agreement with BRI. These
countries make up 75% of the world’s population and 51% of the world’s gross product. Completion
of BRI is scheduled for 2049, the 100" anniversary of the PRC. CONNECTIVITY CORRIDORS,
for example: the one linking Saint Pétersburg to the Indian Ocean (Iranian port), via Central Asia,
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Beijing believes that Washington’s oligarchy undermines and supplants political
power, with Wall Street de facto managing Americas central planification (liberal
version ...). In Marxist analysis, this situation lifts neo-feudalism back up (with
GAFAM as the great feudal lords).

RUSSIA AND IRAN - In November 2022, in Teheran, crucial talks between,
on the one hand, Iranian president Ebrahim Raissi and Ali Shamkhani, Chairman
of the National Security Council; on the other, the latter’s Russian counterpart, Ni-
kolai Patrushev, and his deputy Mikhail Popov. On the agenda: closer cooperation
with NATO’s special services, exchanges and purchases—and the idea of possible
cooperation with their Saudi counterparts.

TRANSVERSE ISSUES - (here again, in broad strokes) Across these conti-
nents, in these attempts to substitute Nomos for Chaos, economic wars are shaking
the world; foremost among them is that of energy—starting with them, these great
continental-intercontinental corridors in gestation or planned, expose it blinding-
ly. Without energy, there can be no industry or commerce; without it, a country
dies ... Energy management is a key global challenge: nuclear, oil, gas, coal ... Al-
ready at work in the service of some or others, energy NGO-mercenaries, dedicat-
ed to guilt-punishment-destabilizing various “bad pupils.”

Avenues for tomorrow - 3: Global perils in the making - red thread,
organized crime, and terrorism

Spontaneous generation doesn’t exist in history or biology: always, before any stra-
tegic phenomenon, there’s a PRE phase, during which we can PRE-see, PRE-wise,
PRE-caution, surprise the PRE-liminaries. It's a phase in which nothing can be
taken for granted, but in which, as the saying goes, you can experience “the quiet
strength of the possible” Anyone who ignores this phase, who rushes straight to
the computers without a second thought, falls into blindness.

BLINDNESS: Phenomenological definition from 1959, before the
information society: Concealment of the ability to see, as the estab-
lishment of a single way of seeing under the reign-of-do.*” The oppo-
site of blindness is clear clairvoyance.

Towards the end of the 1990s, official America was unable or unwilling to
see that its favorite freedom fighters, the Afghan Mujahideen, were becoming its
worst enemies. America had so repressed the terrorist threat posed by yesterday’s
allies that, in the autumn of 2000, the three Bush-Gore debates of the presidential
campaign (eleven months, therefore, before “9/11”) never mentioned, not even for

avoids the Suez Canal and saves 2 weeks on the Europe-North Indian Ocean route.

27 Martin Heidegger Pensées Directrices, Seuil, 2019. “Regne-du-faire” or “Machenschaft” in the
usual sense of “machination”; in this case, the all-technical—all-calculable—society, like today’s
information society.
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a minute, the terrorist risk, in three hours of broadcasts. Since the America of 2000
was blind to the real danger of terrorism, the Echelon digital Maginot Line was
useless; for lack of preconception, it was unable to detect in time the preparations
for the attacks of September 11, 2001.

From 1990 to 2020, the only massive and undeniable beneficiary of glo-
balization is organized crime. Admittedly, this milieu doesn’t send its accounts to
chartered accountants, but a thousand signs and symptoms attest to it. And yet,
during this thirty-year cycle of fragmentation and “international civil war;” trans-
continental illicit trafficking—in human beings, drugs, weapons, contraband, and
counterfeit goods—has never been curbed anywhere in the world; nor have its
planetary corridors ever been cut off—or even impeded.

At this time, terrorism is also experiencing its “finest hour;,” having, by
2010-2015, nothing to do with its Cold War forebears. Where are the rag-tag
bands armed with antique Kalashnikovs? At the end of 2014, between Iraq and
Syria, the Islamic State possessed more armored vehicles than the French army ...
So, when (in diastole-systole mode) a new cycle begins; when a possible “Nomos
of the Earth” points to the horizon, changes are assured in the worlds of crime and
terrorism—both, bound by the obligation of illegality.

However, early observation of these evolutions-mutations provides crucial
information on future planetary dangers—that’s what we need to observe. If we
are to detect the perils of 2030, we must now devote ourselves to scrutinizing these
illicit systems. At the end of the Succession War, (Southern) General Nathan Bed-
ford Forrest was asked the secret of his repeated victories on the Tennessee front.
His simple answer: “I make sure I get to the battlefield first, with as many men as
possible” Well, that’s still true.

Leads for tomorrow - 4: From leads to tools, hypothesis, and handover

How can we transform our initial hypotheses into decision-support tools for man-
agers (governors ... business leaders); without trapping ourselves, without sinking
again and again into blindness? Our hypothesis is that an artificial intelligence can
help us, because it can be educated; that it’s a matter of learning, based on a variant
of the know-error method, accessible to any mammal (“once bitten, twice shy”).

What can we teach machines that doesn’t land them back in the “mono-
chrome-and-flux-tension” rut? Before handing over to the mathematician in his
digital world, a hint that we think might help.

Since the post-World War II era, one discipline has been taking center
stage: cybernetics, which is as powerful as it is inconspicuous, and about which
superlatives abound: “World government ... meta-science of systems ... Cyber-
netics embraces all the humans and social sciences and has been involved in most
of the scientific revolutions of the second half of the 20™ century to date. We don’t
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see much of it on the surface, all the less so because the dominant media culture
(“monochrome-and-stretch-flow”) is superficial.

For its main inventor, Norbert Wiener (1894-1964),% it’s the art of govern-
ing nail—a science of control and communication. At the heart of the process, the
feedback effect enables us to control a system (mechanical, physiological, social) by
informing it of the result of its action. In Wiener’s words: “The property of being
able to adjust future, according to past performance—the whole being oriented
towards a goal” There again, there again! Time again. Perhaps we should go back
upstream of the feedback effect to reorient the device in the direction of exploitable
time?

A question to be explored—by experts in the hard sciences.

LEXICON
Temporality and anticipation: A glossary of 15 concepts
- Coping with “strategic shock”: the need for anticipation and forecasting

Strategic anticipation requires a mastery of abstract temporality. However, the top
echelons of the French government and major defense-security companies lack the
basic understanding of how artificial intelligence (AI) could anticipate, and even
of forecasting concepts (physics, epistemology, etc.). Expected to “anticipate”since
the 2008 White Paper, but deprived of these notions, these potential users are al-
most unaware of what questions to ask, and what “anticipate per” means for Al.
Hence the almost reflexive rejection of advances in this direction, by those who
have difficulty imagining its use. Hence the failure of various attempts; worse, the
use of simulacra to extend curves—a sure route to disaster, a preparation for yes-
terday’s war.

- Anticipating crises? An example of failure

In the summer of 2021, an (official) “Observatoire francais d'analyse et de prospec-
tive des crises futures” (French Observatory for the Analysis and Forecasting of
Future Crises) has set itself the following action plan:

1. Create a database of all studies carried out by the Ministry (to which the obser-
vatory is attached) - past studies, that is,

2. Provide tools for understanding (necessarily past) crises,

3. Create a culture of feedback and dissemination of best practices (from 1 & 2,
initiatives both drawing on a stock of past data)

28 Norbert Wiener, “The human use of human being, cybernetics and society” The technology Press,
1948.
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4. 4 - (Bigleap into the void ...) Anticipate the crises of the future and prepare their
management scenarios and the ramp-up of technical and human resources.

However, to reach point 4 from points 1, 2 and 3 is as physically impossible
as it is for a human being to climb onto the roof and fly away flapping his arms;
point 4 envisages uncertainty—which cannot be modelled under any circumstanc-
es. If we could model uncertainty, all wed need is a software program to win the
lottery jackpot every time.

Why failure? Lack:

e access to the real “as it is for concrete experience,’

e notions of temporality, while we need to learn to observe, better and faster,
this “domain of the disturbing” already existing, or emerging, ahead of us, on
the road.

- Notions of temporality

»

The aim here is to give ourselves the tools to explore the “Domain of the PRE,” i.e.,
pre-direct, pre-vision, pre-wisdom, pre-cautions, pre-liminary scope of inspection,
present knowledge, and so on. This exploration is the only way to think proactively
about uncertainties and risks, and to envisage the concept of the “quiet force of the
possible” Once this has been achieved, the notions acquired in this way can be
applied to “machine learning”: what can digital tools be made to “learn,” and how?

- The essential lexicon preliminary stage - fundamental concepts®

For any practitioner of predictive artificial intelligence, embarking on an early de-
commissioning process first requires a lexicon, a syntax; he or she needs to be
able to ask the relevant questions; and from there, imagine decision-support tools.
Taking an interest in what appears, what emerges: the phenomenological method
favors astonishment, curiosity and wonder, the root of all philosophical endeavors.
Hence its particular sensitivity to “that which fulgurates and eclipses ... The initial
... the inaugural ..”; to “what becomes observable.” Apparition ... the emergence
of an event ... temporality accompanies all stages of achievement, of happening.
Thus, anticipating future dangers requires us to focus first on what is possible (as
opposed to what is manifest) and on what is latent (as opposed to what is patent).
Detecting is “like untangling as opposed to mingling ... Just as the deflagration
does not make the flame disappear but provokes the unfolding of its essence.”

29 This phenomenological approach stems mainly from the work of Martin Heidegger. All our
quotations come from the works mentioned in fine in our reduced bibliography (out of 50+ books
translated into French, and + 100 in the complete German Gesamtausgabe, GA, + 38,000 pages, to
date). It would be tedious, even unreadable, to reference each quotation with a call for notes. We
therefore limit ourselves to providing a framework for reading and thinking; the reader will find in
it what is quoted here, and a thousand times more.
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1 - ANTICIPATE - (self-projection by anticipation and constitutive act of the fu-
ture): “That which is placed in the distance and stands upright, can be discovered
anticipatively in a perception that moves towards it This attention to the “calm
force of the possible” is validated by neurology [Le Monde, 23/03/2013, see refer-
ences, in fine]: “At rest, the human brain has the activity of a default network. It
spends its time ‘evaluating numerous hypotheses concerning a situation that may
arise in the future ... It allows us to avoid unpleasant surprises by making assump-
tions about the future.”

2 - FUTURE - that which is ahead of us; this “realm of the detectable” is one of
the three that make up time. But it “is not a simple extension of the present ...
propelled on its rails,” as it allows itself to be planned, nor an “accounting that
balances ‘provenance’ and ‘future’ as subservience to the present.” The future takes
precedence: “the present, like the past, is always already grasped from the future,
and as such, is always days still to come.” Counter-intuitive remark? No: see “Hu-
man Existence” below. The future comes first; it opens our eyes and enables early
decoding (see below). Above all: “The fundamental temporal mode of understand-
ing is the future”

3-CALCULABLE - INCALCULABLE - NON-CALCULABLE - Universal predic-
tive calculability is impossible: on average, one out of every 100 insured houses
burns down every year. This does not mean that one house in every hundred will
necessarily burn down. It’s a general average; it's impossible to know which one
will burn down, let alone the date of each claim and the reason for it. “What re-
mains beyond the reach of any calculation, this must not simply be called in-cal-
culable; what announces itself in the undecided, this is the non-calculable”

4 - BEGINNING - A dynamic view of time requires us to realize the importance
of the beginning “where the initial takes place,” the decisive starting point that
determines everything. Unlike the beginning, the commencement is nothing past.
Parmenides: “The first beginning is certainly the one that decides everything.” Yet
mathematics, whose essence limits it to “that which is only measurable,” does not
distinguish the beginning from the start; current thinking and total calculability
neglect, even obscure, this phenomenon: “The beginning makes its appearance
while remaining veiled in its own way. Hence the remarkable fact that the initial
tends to pass for the imperfect, the unfinished, the coarse, also called the primi-
tive. Yet this beginning, in which everything is held and contained, carries within
it what comes next. It ‘offers the present the audacity to venture into the future.”

5 - EARLY DEATH - Blindness forbids it. Observe the action of hatching, grow-
ing, appearing, emerging, the moment of engendering, germination, the original
event: what becomes THEN remains observable. “To venture out into the unex-
plored, into the unveiling of what is most veiled ... to think ahead into the time to
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come.” (Seminar on Heraclites, cf. in fine) “The task of the thinker is to think that
which makes possible all appearing and perceiving.” To detect is to keep one’s eyes
wide open: “To receive, to accept, to let come to oneself that which comes forward
in the sense of that which advances ... What appears from what is hidden ... What
is received and taken is the blossoming from what is withdrawn, concealed”

6 - DECISION - Of all human acts, the only one to exclusively influence the future,
because “future is generated by action.” “In risk, man alone reaches the realm of
decision, able to decide and separate. And it is only in the scales of risk that he is
susceptible of weighing the weight of things” Deciding leads to acting, “confront-
ing the fundamental tale uncertainty of the future ... In acting, all expectations are
projected into the future”

7 - AHEAD OF SCHEDULE - The realm of the possible; the in-front-of-itself
horizon. Refers to the future: “That which is waiting for us to meet it, and which
is usually called the future ... It is entirely from the future that I experience the
present.”

8 - PREDICTABLE - That which is PREDICTABLE establishes the probability of a
future event; the PREDICTABLE announces that an event is going to happen; the
future is unpredictable.

9 - HUMAN EXISTENCE - Even in our daily lives, we usually think in terms of
“in-front-of” To exist is always to project oneself, to be ahead of oneself, to antic-
ipate, to be open to what’s to come; to be concerned with the possible. In this way,
man is in advance of himself.

10 - PHENOMENOLOGY - Description of man’s existential situations; of what ap-
pears (phenomena, in the original sense). But in what appears, the most essential
is not what is revealed at first glance; this essential is often covered up, hidden. We
must therefore set out to discover it, to unveil it.

11 - POSSIBLE - “Open only to what is attempted.” An attempt is that which, from
one end to the other, must be governed by a will whose anticipation extends far
ahead. Insofar as it means going beyond oneself, to want is to have a site beyond
oneself. This site, this station, is the original location of the game-space of time.

12 - STRATEGIC PROSPECTIVE - An approach designed to build a new rational
paradigm that breaks with the immediate world. It calls for long-term thinking,
“illuminating present action in the light of possible futures.” What should we look
at? Where do we place our “anticipatory gaze?” The “forward-looking gaze” sheds
light on “what is already lying uncovered in front of us ... what lies ahead ... what
is worth thinking about” One of these tools of thought is premeditation, which, in
the “waiting phase,” provides access to the causes and symptoms of what will be.
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In other words, it is presentiment (or hermeneutic presupposition) that “snifts out”
that there is, “even where no one suspects, something to be discovered.” All along
the way, it’s a question of “coming into the essential proximity of things and lifting
the shroud in which use and wear envelop them.”

13 - RISK / UNCERTAINTY - (According to the economic work of Frank Knight
and John Maynard Keynes) - We're talking here about uncertainty, not risk, no-
tions between which there is a conceptual gulf. Example: in insurance, risk is as-
sessed by reasonable projections, plausible/possible outcomes, according to a cost/
benefit logic. Uncertainty opens up the universe of the non-measurable; even, of
the incommensurable; in any case, of the non-compensable by money. Here, it’s
impossible to assign a calculable probability to anything.

14 - TIME - Europe is stuck on Aristotle’s definition: “Number of movements ac-
cording to the anterior and posterior”: there is a time peculiar to every human
being and a public, social time, identical for all; the latter, crucial in strategic mat-
ters. The author once attended a lecture by General Shlomo Gazit, head of military
intelligence and later major-general of the Israeli army. He pointed out that, from
Hannibal to the present wars, every defeat can be explained by two words: “foo
late? “Too late” and “in time” are part of a neglected temporality by a society of
information that thinks only of time in order to reduce it, or even to erase it. Ever
faster: the obsession of the forces shaping our society, which evolve flatly in the
stability of an eternal present, with no clear chronological or genealogical order.
For the daily way of thinking, or ordinary conception of time (as the phenomenol-
ogy puts it), time “is understood solely in terms of the unfolding of natural pro-
cesses, in the sense that they follow one another ... antecedence and consequence,
cause and effect ... an unfurling ribbon, on which each thing has its fixed place, so
that it provides the framework within which the succession of things is ordered.”

15 - TEMPORALITY - Temporality, which is an unfolding, gives direction to
our gaze; it opens up a horizon; its function is twofold: positive, announcing sig-
nificance; negative, prohibitive warning. Upstream of chronologically succes-
sive events, temporality carries the impetus received from the first beginning; it
opens up the too-early, the too-late and the to-time. Its three dimensions are—be-
ing-then, being-now and being-future.

»

o The past is not just an outdated “now; the realm of what has been, of the ob-
servable, of the irrevocable. Far from being only what has been, is no longer
and will never be again, it marks the “beginning of what, for having-been, has
not ceased to be” Gathered around what has been, a source from which to
draw anew, man always carries his past with him.

e Being-now is the present, the realm of immediate concern; it is caught up in the
flow of what is happening, what is there in a momentary “now.” Phenomenology,
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the first philosophical school to renew a secularly fixed way of thinking about
time, says that thinking in terms of the present offers the comfort of the mea-
surable, but denies access to the knowledge-which-presents.

(The future has its entry above, as a crucial temporal dimension).

In the light of primordial Greek philosophy, there are two conceptions of
time:

e Cosmic, cyclical time; universal law governed by the impersonal order of
Dharma,

e Linear, narrative time, governed (originally) by a single, personal God. Where
does the European (linear) conception of time as a succession of moments
come from? “The Aristotelian determination of the essence of CHRONOS has
continued to dominate Western understanding of the essence of time.” Since
Aristotle, man’s behavior (European, then Western) has been unchanging: he
abhors uncertainty, “the unpredictable, unavailable future, without controlla-
ble content and fraught with threats” To tame temporality, the western man
has included time in the sphere of the calculable; has transformed it into an
object of use.

Thus, for European physics, time is still “a sequence of simply oriented in-
stants. One moment in time is distinguished from another only by the place it oc-
cupies, which is measured from a starting point. Frozen and congealed, the course
of time is a homogeneous order of situations, a scale, a parameter.” For common
thinking, time—persistent, unchanging, permanent—is a matter of always-al-
ready-given.

In our “information society, time is an element that can simply be calcu-
lated, and which technology makes it possible to save or economize. Through cal-
culation, man plans, exercises mastery and asserts his power over nature. This
time-as-parameter is “what man takes into account ... as an empty framework of
events following one another” A dynamic conception of time, on the other hand,
requires us to differentiate between the irrevocable past (das Vergangene), and
what was without ceasing to be; is and will be (das Gewesene). This is the fruitful
path to knowledge-that-presses since artificial intelligence can be “nourished” by
this dynamic conception of time.
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APPENDICES

1 - Anticipation, a matter of forebears

“The highest form of constancy and entry into presence is sought in
becoming” [Martin Heidegger].

In the history of thought, many superior minds have stressed the importance of
the penetrating gaze:

Goethe (Xenian): “What is the most difficult thing of all? What seems easiest: to
see with your eyes, what’s in front of your eyes.”

Paul Valéry (Degas, dance, drawings): “Obstacles are ambiguous signs before which
some despair, others understand that there is something to understand. But there
are some who don't even see them.”

Charles Péguy (Notre jeunesse, 1910): “One must always say what one sees. Above
all, we must always—and this is more difficult—see what we see”

But first, what is the opposite of a predecessor?

(Martin Heidegger, MH, Beitrdge, 2013): They “devote themselves, at best, to im-
proving and refuting what has been attempted long before them ... what is said as
‘teaching’ and ‘systemy’ and the like”

Some impressive predecessors

e [Tocqueville, De la démocratie en Amérique] foresaw exactly, by scrutinizing
the American citizen of the 19" century, the ultra-connected man of the ear-
ly 19 century, the one dreamed of by Silicon Valley and the GAFAMS—the
death of the collective, of the social and of solidarities: “As for the rest of his
fellow citizens, he is beside them but does not see them; he touches them and
does not feel them; he exists only in himself and for himself alone” Above the
United States in the 19" century, and similarly in the 21, is an implacable
moral dictatorship, which the American human monad only regrets, Tocque-
ville cruelly concludes, cannot “entirely take away the trouble of thinking and
the pain of living”

o [C.G. Jung, “The Reality of the Soul”] “What creative minds seek in the collec-
tive unconscious is what is really there, and what will sooner or later appear in
the psychological manifestations of the masses.”

e MH, Beitrdge, 1941-42] “Europe will one day be a single office, and those who
work in it together, the employees of their own bureaucracy” [MH, Tribute to
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Ernst Jiinger’s 60" birthday, E]] — A thought ahead of its time and opening ac-
cess to another reality: “To a large extent, what your descriptions revealed and
whose language they invented, is today what everyone sees and what everyone
talks about” [In a letter from the 1960s from MH to EJ]. “Encounters await
planetary construction (what today we would call “globalization”) against
which those who are going to make them are in no way capable of measuring
themselves.”

o [Correspondence Morand (PM) - Chardonne (JC)] (July 1962, JC) “I can imag-
ine perpetual peace imposed on the globe: no more war. But the neighbor will
always be there, and civil war; the real war, for which one always has the heart”
(JC) - (April 1963, JC) “The next war? There won't be one. Endless maquis.”

Philip K. Dick, an authentic predecessor

The trap of connected objects, exactly what we saw half a century ago (from Ubik,
written in 1969).

“The door refused to open. It said, ‘Five cents, please’ He searched
his pockets. No more coins; nothing. T1l pay you tomorrow; he
told the door. Again, he tried the knob. Again, it remained locked
tight. ‘What I pay you, he informed it, ‘is in the nature of a gratuity;
I don’t have to pay you’ ‘I think otherwise, the door said. ‘Look in
the purchase contract you signed when you bought this apt. In his
desk drawer he found the contract; since signing it he had found it
necessary to refer to the document many times. Sure enough, pay-
ment to his door for opening and shutting constituted a mandatory
fee. Not a tip. “You discover I'm right, the door said. It sounded
smug. From the drawer beside the sink, Joe Chip got a stained steel
knife; with it he began to systematically unscrew the bolt assembly
of his apt’s money-gulping door. Tl sue you, the door said, as the
first screw fell out”

2 - The Nomos of the Earth

According to Carl Schmitt’s enduring work “The Nomos of the Earth,” world or-
der exists in periods. In its absence, chaos reigns across the globe.

“The Nomos regulates, for all the citizens of the city, the sharing
of what is destined for them; such is the work of Nemesis, goddess
who distributes between gods and men.”

—Martin Heidegger & Eugen Fink Heraclitus, seminar for the win-
ter semester 1966-1967, NRF Gallimard, 1973.
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Nomos (order, status) is opposed to chaos; this classical Greek concept comes from
Friedrich Holderlin’s translation (as Gesetz, status) of a fragment from Pin dare.
Carl Schmitt takes this substantive from the Greek verb ne mein, with its triple
etymology: to seize (property, for example), to share and, finally, to enhance, in
German Nehmen, Teilen, Weiden.

These are the three stages in the establishment of an order—in this case, the
ordering of the world: “The fundamental order, the true, the authentic, rests on
certain spatial limits; it presupposes a delimitation, a dimension, a certain distri-
bution of the Earth. The inaugural act of every great epoch is thus a major territo-
rial appropriation. Any major change in the face of the world is inseparable from a
political transformation, and therefore from a new distribution of the earth, a new
territorial appropriation.”*

The Nomos of the earth is the rules of co-ownership, not of a building, but of
the globe. More broadly: “The Nomos, the Law, is here the discipline, the figure in
which man finds himself in the presence of himself and encounters the God. It is
the Church and state law, as well as the statutes inherited long ago, which preserve
more rigorously than art the living conditions in which a people has found itself
and finds itself in the presence of itself.”*!

Moving from chaos to Nomos means re-establishing a peaceful order on
earth that is understood and accepted by the greatest number of earthlings, which
presupposes putting an end to the criminal and/or terrorist disorder.
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Sovereign Al and Strategic Decision Support

Jean-Baptiste Fantun

ABSTRACT

Artificial intelligence has so far failed to accurately predict threats
that could prevent security and defense disasters due to the way
that Al is driven by Big Data, reducing Al to data-driven data.
There is a need to improve human collaboration and expertise with
AT knowledge in order to better anticipate security threats. The
French start-up NukkAI is doing just that, creating a human-Al
hybrid tool that can work with and understand human-designed
machines, spotting patterns in real data and extracting human-un-
derstandable rules. This is an important next step in the function of
Al in security-defense and intelligence work.

Keywords: Artificial intelligence, Big Data, shock anticipation,
NukkAI

IA soberana y soporte a decisiones estratégicas

RESUMEN

Hasta ahora, la inteligencia artificial no ha logrado predecir con
precision las amenazas que podrian prevenir desastres de seguri-
dady defensa debido a la forma en que la IA estd impulsada por Big
Data, reduciendo la IA a datos basados en datos. Es necesario me-
jorar la colaboracién humana y la experiencia con el conocimien-
to de la IA para anticipar mejor las amenazas a la seguridad. La
nueva empresa francesa NukkAI esta haciendo precisamente eso:
crear una herramienta hibrida entre humanos e inteligencia arti-
ficial que puede trabajar con maquinas disefiadas por humanos y
comprenderlas, detectando patrones en datos reales y extrayendo
reglas comprensibles para los humanos. Este es un siguiente paso
importante en la funcién de la IA en el trabajo de seguridad, defen-
sa e inteligencia.

Palabras clave: Inteligencia artificial, Big Data, anticipacion de
shocks, NukkAI
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pect Artificial Intelligence (AI) to help humans anticipate strategic shocks ever

more effectively. However, from September 11, 2001, to October 7, 2023, de-
spite the progress made by Al algorithms over these two decades, the machine has
never been able to provide a single element to help predict these terrible events.

In a world generating an exponentially increasing amount of data, we can ex-

We will try to demonstrate here that the causes of these successive failures
do not stem from a congenital inability of AI to provide anticipation tools, but
from an overly exclusive focus on a certain type of algorithm. In contrast, NukkAI
(a start-up we'll be talking about below) offers a new-generation Al that, in close
collaboration with experts in the field, provides an innovative solution to the chal-
lenge of anticipation.

By way of preamble, let’s define Artificial Intelligence as the ability of a ma-
chine to perform tasks usually reserved for humans, such as:

o Learning: a child discovers the world and, using examples (induction), learns
to distinguish a cat from a dog, and so on.

e Planning: a couple prepares their vacation by taking into account their con-
straints (dates), their preferences, and so on.

e Data fusion: an investigator cross-references information from various sources
to produce inferences.

e Creation: an artist imagines and produces a painting, a text, etc.

Let’s face it, learning (the first example) from data (sometimes called Big
Data if the volume of data is substantial) is just one Al paradigm (the best-known
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method in this field is Deep Learning) among many. The problem is that in the last
decade, all the spotlight has been on this specific type of data-driven Al, for both
technical and political reasons.

Technical, because Deep Learning methods were the first to go to scale,
benefiting from the immense progress made by micro-processors.

Political, because the GAFAMs, all American, have explained to the world
that, outside Big Data, there’s no salvation, for the simple reason that they own
the data and have recruited the greatest experts in data-driven Al (Yann Le Cun,
French Turing Award winner, heads Meta’s research). Concentrating both the data
and the know-how in data-driven Al, they say to the rest of the world “stop doing
Al research, you won't catch up with us, buy our products instead” And, in a fit of
submission and ignorance, we swallow this rhetoric, reducing Al to data-driven AL

However, when it comes to anticipation in the fields of security and geopol-
itics, nothing conclusive has ever come out of Big Data. Dumping all the data into
a funnel and asking the machine, almost autonomously, to look for the needle in
the haystack, has never worked so far. A few years ago we had PredPol, a pharaonic
predictive policing project; the Los Angeles Police Department spent a fortune on
it, only to come up with predictions equivalent to “there will be a cigarette hawk in
the Barbeés metro this afternoon”—a practice described by ironic field cops as “the
prediction of banalities...”

We spoke earlier of October 7, 2023: Gaza is the area of the globe with the
most data per m2, and it’s certain that somewhere in the heap of data available to
the Israeli security services existed all the elements which, put end to end, would
have made it possible to anticipate the tragedy of October 7. What was lacking
was the deductive intelligence to “connect the dots” and alert those responsible—
nothing to do with Deep Learning. Thus, the project of machines that extract the
substance of billions of data without the expert, to guide them and interact with
them, is repeatedly showing its limits.

Faced with this hysteria around data-driven Al a French startup, NukkAlI,
emerged in 2018, to make a dissonant voice heard, because the Deep Learning
monopoly seemed to it to present dangers and limits: weak collaboration with hu-
mans, lack of transparency and data-hungry—and therefore an energy-hungry—
character, unsustainable in the long term. NukkAI set out with the aim of creating
a new-generation Al that collaborates with humans, is explicable and frugal with
data. Its credo: “Just as humans possess several types of intelligence, machines
must simultaneously mobilize several types of Artificial Intelligence.” A hybrid Al,
in short.

A classic approach in the world of AI, NukkAI chose a game to test its Al
Bridge. This game is both adversarial and collaborative, with incomplete informa-
tion: its complexity made it the “last frontier of Al,” the last game where humans
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remained stronger than machines, since chess and Go had “fallen.” However, in
March 2022, NukkAlI invited 8 Bridge champions' to Paris to compete against its
AT “Nook” and ... Nook won all 8 matches.

Such a feat is due to the fact that Nook, unlike its chess or Go predecessors,
uses several intelligences® including human expertise; this, to save precious re-
sources: trained on Jean Zay, the CNRS supercomputer, Nook consumed 200,000
times fewer resources than AlphaGo, the Go robot developed by Google Deep-
Mind! What’s more, Nook knows how to explain its decisions, making it invaluable
in the eyes of Bridge experts.

Back in the real world, Nook was quickly adapted to problems of great com-
binatory complexity, such as airline operations planning or to coordinate real-time
replanning of boat fleets in the event of a climatic disaster.

Several airlines have entrusted NukkAI with the task of drawing up their
aircraft rotation schedules and assigning flight crews to each rotation. This highly
complex process,’ which with conventional algorithms would require a fortnight’s
effort with no guarantee of optimality, is now carried out in just 10 minutes, and
results in the machine proposing several scenarios from which operational staft
can choose, as there are several parameters to optimize simultaneously: rotation
density, staft satisfaction, etc. NukkAI’s Al is revolutionizing the transport sector,
its first field of application, and this is just the beginning, as applications are also
possible in healthcare and finance.

In the Security-Defense field, NukkAI and Xavier Raufer were collaborat-
ing from 2019 on an exploratory project, Braquo, outlined in an article in Sécurité
Globale.* Relying on green data or (media) and expert knowledge, the project pre-
sented valuable decision-support elements for planning the deployment of patrols
on national territory.

Recently, NukkAI and Thales began working on a joint project’ to merge
heterogeneous data in the field of intelligence. This time, the expert knowledge of
a NATO general guides the searches of the NukkATI algorithm, which, in a heap of
green and closed data or searches for elements not always in the same language, or
not designating similar objects by the same name. The AI then makes deductions
and sends the analyst a recommendation to change the alert level, along with a

1 https://www.theguardian.com/technology/2022/mar/29/artificial-intelligence-beats-eight-
world-champions-at-bridge.
https://www.lemonde.fr/blog/binaire/2022/06/28/nook-robot-de-bridge/

The number of possible rotations in a month for a 50-plane airline is 10 to the power of 1,350, com-
pared with 10 to the power of 90, which represents ... the total number of atoms in the Universe!

4 Sécurité Globale N°27, Sept. 2021 Véronique Ventos and Jean-Baptiste Fantun « Lintelligence arti-
ficielle de confiance au service de la sécurité.

5  https://www.lemondeinformatique.fr/actualites/lire-1-ia-de-nukkai-epaule-le-war-game-de-1-
otan-avec-thales-89193.html.
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description of the elements justifying this recommendation.

Currently being tested in a NATO exercise, this tool will make command
center analysts much more efficient. In the near future, it will incorporate a sover-
eign Large Language Model to support human-machine interactions, further en-
hancing the performance of the “augmented analyst.”

This tool is an important first step, the first demonstrator of the potential of
the human-IA pair in the intelligence field. In the future, it will be able to spot pat-
terns in real or exercise data, extract human-understandable rules from them, and
propose them to the analyst, to refine expert knowledge in a worm-loop system
of human-machine interaction. At the conference held on November 30, 2023,
at the Cnam, diverse high-quality speakers proposed geopolitical scenarios, drew
maps of flows and corridors for the transport of goods, legal or otherwise, and so
on. This con birth provides a framework that can help guide the machine, helping
it to “focus on the essentials”: we're at the opposite end of the spectrum from the
conception of the autonomous machine.

Vladimir Putin has said “Whoever masters Al will dominate the world,”
and contrary to what some would have us believe, the race is far from over—even
more so in strategic areas such as Security and Defense.

In addition, there are a number of players in France developing different
types of Al that can provide solutions to the challenge of anticipation. These start-
ups, major groups and experts are already working together to offer rapid, opera-
tional solutions to the problems encountered by players on the field. Their success
will depend on the time factor, and on the ability of our public authorities to mobi-
lize within timeframes that have nothing to do with the temporality of traditional
defense programs.
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